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Part IIntroduction
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Chapter 1Database ManagementA database management system (DBMS) is a set of computer programsused to manage (access, update, and organize) a collection of data [46]. Thecollection of data is called the database. The primary goal of a DBMS isto provide an environment that is both convenient and e�cient to use inretrieving information from and storing information into the database.Database systems are designed to manage large bodies of information.The management of data involves both the de�nition of structures for thestorage of information and the provision of mechanisms for the manipulationof information. In addition, a database system must provide for the safety ofthe information stored in the database, despite system crashes or attemptsat unauthorized access. The system must also coordinate concurrent use ofthe data by multiple users to avoid anomalous results. Figure 1.1 gives anoverview of the setting.1.1 The Need for General-Purpose Database Man-agement SystemsGeneral-purpose database systems were designed to answer to a number ofcompelling application demands:� Data redundancy and inconsistency. Since �les and programsused to store and access data are created over a long period of time bya large number of programmers, the same piece of information may getduplicated in several places. This redundancy results in higher storage3



4 CHAPTER 1. DATABASE MANAGEMENT
DBMS

Data

Files

Application

Application

Application

UsersFigure 1.1: A database management system.and access cost as well as potential for data inconsistency (that is, thevarious copies may no longer agree).� Di�culty in accessing data. Sometimes there is a need to processunusual queries for which it is not possible to prepare application pro-grams in advance. A general mechanism for formulating such queriesis needed. This is not practical if each piece of data is managed by aseparate set of programs, each with its own representation and accessmethods for the data.� Data isolation. Since data is scattered in a number of �les, and�les may be in di�erent formats, it is di�cult to write new applicationprograms to perform queries which require combining information fromseveral �les.� Multiple users. Most large systems must support many, often hun-dreds or thousands, concurrent users with a response time of at mosta few seconds. Since some programs need to update several pieces ofinformation, inconsistencies and anomalies can result if the order ofupdates is not carefully controlled.



1.2. DATA ABSTRACTION 5� Security. Not every user of a system is allowed to see all of the data.� Data integrity. The data values stored in the database must satisfycertain consistency constraints. The constraints often change over thelifetime of the system. It would be very di�cult to change the con-straints if the change would have to be propagated to every applicationprogram in the system.� Maintenance. New application programs are written and old onesare modi�ed all the time by a large number of programmers. Manyof these programs need to access and modify a common repository ofdata. If each program was to access the data in its own way, manyprogrammers would write code to perform very similar functions, andmost likely some of the implementations would eventually be incom-patible with the others. A single su�ciently general database manage-ment system is needed to keep the system maintainable and to helpeliminate duplicate work.These reasons, among others, have lead to the development of general-purpose database management systems. These systems provide a suitableabstraction for all data stored in the system, and provide a set of facili-ties that allow performing all of the required operations on the data in aconsistent manner.1.2 Data AbstractionThere are several types of general-purpose database systems for di�erent ap-plication areas. Di�erent applications have di�erent needs, and the systemsdi�er in the abstractions and facilities that they provide.The relational data model is the most widely used abstraction of data.All data and relationships among data are represented by a collection oftables, each of which has a number of columns with unique names. There aremany commercial database systems based on the relational model, includingOracle, DB2, RDB, Informix, Ingres, Sybase, and many others.The network data model represents data by records (in the Pascal orPL/1 sense), and relationships by links between records. This model is usedin some older database management systems.The hierarchial data model resembles the network model, but the rela-tionships among data are limited to trees (hierarchies) instead of arbitrarygraphs. The best known commercial system using this model is IMS.



6 CHAPTER 1. DATABASE MANAGEMENTObject-oriented data models are used in many unconventional databaseapplications, such as engineering databases, CAD, and modelling [7]. Thedatabase contains a number of objects and their relationships. There areseveral di�erent object oriented data models; for more information see [13].An important issue in data abstraction is the separation of the logicaldata contained in the database from the physical representation used by thedatabase. The physical representation is not visible to application programs,and is only known to the database management system. Only the logicalcontents of the database are visible to applications.The logical structure of the database is described by a database schema.The schema describes the structure of the data in the database as it is seenby applications. Additional information may be given to allow the databasemanagement system to optimize the physical representation of the data forthe expected types of queries.)Additionally, many database systems support views, which is an abstrac-tion of the schema. A view looks like a logical database schema to an ap-plication, and maps all application requests to the actual database schema.Typically views are used to provide access to a subset of the entire database;however, arbitrary computations are allowed in creating a view.1.3 Requirements for a Database ManagementSystemA general-purpose database system must satisfy a large number of applica-tion requirements.� Access to the data. The system must provide su�cient query facil-ities so that the required data can be located and retrieved e�ciently.� Modi�cation of the data. The system must provide su�cient fa-cilities to update existing data, to add new data, and to remove olddata.� Concurrency control. The system must coordinate the activitiesof multiple concurrent users and ensure that concurrent use does notresult in conconsistencies or anomalies.� Fault recovery. All computer systems (like any mechanical systems)are subject to failure. There are a variety of causes of such failure,



1.4. TRANSACTIONS AND ATOMICITY 7including disk crashes, power failures, component failures, earthquakes,and acts of war. The database system must protect the data againstfailures. This will be discussed in more detail in Section 2.� Security enforcement. The system must provide facilities for con-trolling which users can access and modify which data.� Integrity enforcement. It must be possible to specify integrity con-straints for data stored in the database, and the database managementsystem must enforce the constraints.� Physical storage of data. The database management system inter-acts with the operating system to control the physical devices and �lesused for storing the data.1.4 Transactions and AtomicityA transaction is an abstraction which provides an easy-to-use basis for con-currency control and recovery. A transaction has the following properties.� Atomicity. A transaction is either executed entirely or not at all.There is no possibility of the results of a partially executed transactionever being visible in the database.� Consistency. Assuming the database satis�es all integrity constraintsbefore a transaction is executed, it will satisfy them after the transac-tion has executed (or otherwise the transaction will be rolled back andthe e�ect is as if it had never been started).� Isolation. Two transactions running in parallel have the illusion thatthere is no concurrency. It appears that the system runs one transac-tion at a time.� Durability. Once the database system has reported to an applicationthat a transaction has been executed, there is no way that the results ofthe transaction could disappear from the database except by executinganother transaction that explicitly undoes the e�ects of the earliertransaction.
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Chapter 2Fault-Tolerant ComputingReliable systems have become extremely important in the modern societyas more and more functions are automated. Banks, credit card companies,insurance companies, warehouses, nuclear power plants, aerospace applica-tions, military applications, industrial applications, vehicle control, and lifesupport equipment are just some examples.Many systems are critical for normal operation of the society. For ex-ample, the entire economy would very quickly collapse if bank and creditcard computer systems ceased to operate. In other applications, such asairplane control, nuclear weapons systems, industrial control, and hospitalequipment, failure of the embedded computer system may lead to immediateloss of human life and large scale environmental catastrophes.Large systems are designed to be realiable and fault tolerant. Some com-ponent of the system will inevitably eventually fail. People go crazy, com-puters malfunction, turbines break, or an earthquake destroys the factory.Large systems are designed to tolerate component failures, and minimize thee�ects of such failures.Reliability and safety must be considered at all levels of system design.Redundancy, failure detection, damage control, and repair are some of thegeneral methods used to achieve these goals.Most large systems contain embedded computers, often hundreds orthousands of them. Computers have central roles in data storage, commu-nications, and control. The computer system is often the most critical partof a large system, causing gross unavailability of service if it fails. Buildingreliable computer systems has become extremely important.This section will discuss the basic terminology of fault-tolerant com-9



10 CHAPTER 2. FAULT-TOLERANT COMPUTINGputing, introduce some of the basic methodology, and relate the �eld ofdatabases to building reliable computer systems in general.2.1 Failures, Reliability, Failfast, Masking, Mod-ularityA system can be viewed as a module. Modules are composed of submodules,which in turn are composed of submodules. Each module has an ideal spec-i�ed behavior and an observed behavior [33, p. 98]. A failure occurs whenthe observed behavior deviates from the speci�ed behavior. A failure occursbecause of an error, or a defect, in the module. The cause of the error is afault. The time between the occurrence of the error and the resulting failureis the error latency. When the error causes a failure, it becomes e�ective;before that, the error is latent.For example, a programmer's mistake is a fault. It creates a latent errorin the software. When the erroneous code is executed with certain data val-ues, it causes a failure and the error becomes e�ective. As a second example,a cosmic ray (fault) may discharge a memory cell, causing a memory error.When the memory is read, it produces the wrong answer (memory failure),and the error becomes e�ective.The observed module behavior alternates between service accomplish-ment, when the module acts as speci�ed, and service interruption, when thebehavior of the module deviates from the speci�ed behavior.Module reliability measures the time from an initial instant to the nextfailure event. Reliability is statistically quanti�ed as mean-time-to-failure(MTTF ); service interruption is statistically quanti�ed as mean-time-to-repair (MTTR).Module availabilitymeasures the ratio of service accomplishment to elaps-ed time. Module unavailability is statistically quanti�ed asMTTRMTTF +MTTR:Module reliability can be improved by reducing failures, and failurescan be avoided by valid construction and error correction. Validation canremove errors during the construction process, thus ensuring that the con-structed module conforms to the speci�ed module. Since physical compo-nents fail during operation, validation alone cannot ensure high reliabilityor high availability.



2.2. FAULTS AND OUTAGES IN PRACTICE 11Error correction reduces failures by using redundancy to tolerate faults.Latent error processing tries to detect and repair latent errors before theybecome e�ective. Preventive maintenance is an example of latent error pro-cessing. E�ective error processing tries to correct the error after it becomese�ective.E�ective error processing can either mask the error or recover from theerror. Masking uses redundant information to deliver the correct serviceand to construct a correct new state. Error correcting codes (ECC) usedfor electronic, magnetic, and optical storage are examples of masking. Errorrecovery denies the requested service and sets the module to an error-freestate.Faults can be hard or soft. A module with a hard fault will not functionproperly until it is repaired. A module with a soft fault appears to be repairedafter the failure, and will not exhibit increased probability of failing againafter the failure. Soft faults are also known as transient or intermittent faults.For example, timing faults (that is, failing to respond within the speci�edtime constraints) are often soft.A module is failfast if it stops execution when it detects a fault (failstopis sometimes used to mean the same thing). Failfast behavior is importantbecause latent errors after a fault can cause the system to fail again later.Failing fast minimizes latent errors.Modules are built recursively. That is, the system is a module composedof modules, which in turn are composed of modules, and so on down to theelementary particles. The goal is to start with ordinary hardware, organize itinto failfast hardware and software modules, and build up a system that hasno faults and, accordingly, is highly available. This goal can be approachedwith the controlled use of redundancy and with techniques that allow amodule to mask the failures of its component modules.2.2 Faults and Outages in PracticeIn the early days of computing computers used to fail every day. However,nowadays it is common for systems (workstations, disks, processors) to havemean-time-to-failure (MTTF ) ratings of 100000 hours (about ten years) ormore. Systems consisting of hundreds or thousands of such components cano�er MTTF of one month if nothing special is done, or 100 years if greatcare is taken.Empirical studies on the causes of service outages indicate that very few



12 CHAPTER 2. FAULT-TOLERANT COMPUTINGoutages are caused by hardware faults [33, p. 100]. Fault tolerance masksmost hardware faults. If a fault-tolerant system fails due to a hardware error,there is probably also a software error (the software should have masked thehardware fault), or an operator error (the operator did not initiate repair),or a maintenance error (all the standby spares were broken and had not beenrepaired), or an environmental failure (the machine room was on �re).Service outages can be traced to a few broad categories of causes:� Environment. Facilities failures such as the machine room, cool-ing, external power, communication lines, weather, earthquakes, �res,
oods, acts of war, and sabotage.� Operations. All the procedures and activities of system administra-tion, con�guration, and system operation.� Maintenance. All the procedures and activities performed to main-tain and repair the hardware and facilities. This does not includesoftware maintenance.� Hardware. The physical devices, exclusive of environmental support.� Software. All the programs in the system.� Something else. Examples include labor disputes (strikes) and shut-downs due to administrative decisions (e.g. stock exchange shutdownat panic).Empirical studies indicate that a large fraction of outages is caused byreasons other than hardware or software [33, p. 102]. This emphasizes theimportance of considering all aspects of availability when designing fault-tolerant systems.Hardware designers have developed simple and e�ective ways of makingarbitrarily reliable hardware, and software designers have developed ways tomask most of the remaining hardware faults. Due to the hardware gettingvery cheap, these techniques are becoming standard.There is a clear trend toward using software to mask hardware, envi-ronmental, operations, and maintenance faults. As all the other faults aremasked, the software remains. Additionally, millions of new lines of code arebeing added as new features are added and more functions are automated.Studies indicate that production programs engineered using the besttechniques available (structured programming, walk-throughs, careful code



2.3. TRANSACTIONS AND SOFTWARE FAULT TOLERANCE 13inspections, extensive quality assurance, alpha and beta testing) have twoor three bugs per thousand lines of code. Using this rule of thumb, a fewmillion lines of code will have several thousand bugs.Writing better software is possible but extremely expensive. For example,the space shuttle software costs USD 5000 per line of code, and it stillcontains gross errors [33, p. 116]. In practice no-one has enough money tobuild perfect programs unless someone �rst builds a better programmer.Few people believe that design bugs can be totally eliminated. Goodspeci�cations, good design methodology, good tools, good management, andgood designers are all essential to high-quality software, but even after theseimprovements there will still be a residue of problems.The relative proportion of software faults has been rapidly increasing inthe recent years [33, p. 104]. Techniques for dealing with software faults aregetting extremely important.� N-version programming is a method where the module is con-structed by several independent groups of designers. All of these mod-ules are installed in the actual system, and they take a majority votefor each answer. The hope is that the design diversity should maskmany failures. However, in practice the modules tend to have relatedfailures, this method is very expensive to implement since at least threeimplementations of the systemmust be built, and it is di�cult to repaira module once it has failed.� Transactions with ACID properties provide a way of writing the pro-gram as a sequence of state transitions with consistency checks. Atthe end of each transaction, if the consistency checks are not met, thetransaction is aborted and restarted. Rerunning the transaction thenext time should usually work.2.3 Transactions and Software Fault ToleranceThe theory behind using transactions for software fault tolerance is that mostsoftware failures are Heisenbugs, that is, transient software errors that onlyappear occasionally and are related to timing or overload. Heisenbugs arecontrasted to Bohrbugs which have deterministic behavior and occur everytime the program is executed with the given data [33, p. 117]Studies indicate the ratio of hard software faults (Bohrbugs) to soft faults



14 CHAPTER 2. FAULT-TOLERANT COMPUTING(Heisenbugs) is of the order of 1:100. Masking all transient faults thus im-proves MTTF by a factor 100.Many existing large software systems have data structure repair programsthat traverse data structures, looking for inconsistencies, and heuristicallyrepair any inconsistencies they �nd. In e�ect, these programs try to masklatent errors left behind by some Heisenbug. Even though this may soundas a very questionable approach, sometimes leading to new problems due toerroneous corrections, this has been reported to improve system mean timesto failure by an order of magnitude.The alternative approach of restarting the system at the �rst sign oftrouble makes things much worse: the system will be crashing all the time.Transactions make a desired compromise: with their ACID properties, theyare perfect for masking the e�ects of Heisenbugs.� Atomicity. The e�ects of individual transactions can be discardedby rolling back the transaction, providing a �ne granularity of failure.There is no need to restart the entire system.� Consistency. Since the previous system state was a result of exe-cuting some transaction it is known to be a consistent system statesatisfying all state invariants. If a Heisenbug causes the transaction toend up in an inconsistent state, the system will automatically abortthe transaction, repairing the e�ects of the Heisenbug.� Isolation. Each program is isolated from the concurrent activity ofothers and, consequently, from the failure of others.� Durability. No committed work is lost by recovering from later faults.Heisenbugs are thus detected and repaired automatically without dis-turbing the rest of the system. The failed operation can be restarted, andwith all likelihood it will succeed on the second try. Even if a transactioncontains a Bohrbug, the correct distributed system state will be reconstruc-tured by the transaction undo, and only that operation will fail.The programming style of failfast software designs is called defensiveprogramming. Every software module should check all its inputs and raisean exception if the inputs are incorrect. The result should be checked afterevery subroutine call. When a module detects an error, it can either correctthe problem, or return an error to the higher level, eventually causing atransaction abort or some other coarse form of recovery.



2.4. REAL, UNPROTECTED, AND PROTECTED ACTIONS 15Failfast programming is very useful when using process pairs or systempairs, where the other process or system acts as a hot standby and takesover should the primary process or system fail.If Heisenbugs are the dominant form of software faults, then failfast plustransactions plus system pairs result in software fault tolerance [33, p. 119].Geographically remote system pairs tolerate not just Heisenbugs, but envi-ronmental faults, operator faults, maintenance faults, and hardware faultsas well.2.4 Real, Unprotected, and Protected ActionsIt is useful to distinguish between three kinds of actions that a system mayperform [33, p. 163].� Real actions. These actions a�ect the real, physical world in a waythat may be hard or impossible to reverse. Drilling a hole is oneexample; �ring a missile is another.� Unprotected actions. These actions lack all of the ACID propertiesexcept consistency (and even that assuming the software controllingthe action is correct). Unprotected actions are not atomic, and theire�ects cannot be depended upon, nor can several unprotected actionsbe executed safely in parallel on the grounds that they would executecorrectly when run separately. Almost anything can fail in an unpro-tected action. An example is a single disk write.� Protected actions. These actions do not externalize their resultsbefore they are completely done. Their updates are controlled, and arerolled back if anything goes wrong before normal end, and once theyhave reached their normal end, there will be no unilateral rollback.Protected actions have the ACID properties.Protected actions can be built from unprotected actions by carefullycontrolling the order of execution and adding new actions to implementthe ACID properties.In general it is very di�cult to turn unprotected actions into protectedactions. Assumptions and simpli�cations need to be made about the kindsof failures that can occur while executing an unprotected action.



16 CHAPTER 2. FAULT-TOLERANT COMPUTINGWithout additional assumptions an unprotected action may execute fully,partially, not at all, or it may fail catastrophically and perform arbitrary ac-tions. Arbitrary actions (e.g., polymorphing the CPU into a nuclear bomband exploding it) cannot be handled by any mechanisms. Instead, the ac-tions that are used in implementing protected actions must have well-de�nedfailure modes. This involves both assumptions about the behavior of the ac-tion in the worst case, and techniques for explicitly limiting the possiblee�ects the action can have if it fails.If an action is to be used in constructing a protected action, it musthave well-de�ned semantics. All of the possible end results of executing theaction must be speci�ed (with perhaps a reservation \with a probabilityof once every million years it will do something else", which causes theconstruction of the atomic action to be invalid with a some probability).Typically this is done by specifying the correct end result of the action andthe state variables which may have unde�ned values if the action is notcompleted. An important question is also whether the enclosing action candetermine reliably whether the action was performed successfully.All unprotected actions have a �nite probability of failing. Since manyunprotected actions can fail at the same time, it is not possible to buildin�nitely reliable protected actions. All protected actions have a �nite prob-ability of failing to implement the ACID properties. In practice this proba-bility can be made smaller and smaller by adding more and more redundancyand fault tolerance to the system.In real systems, some actions can never be made protected since realsystems deal with irreversible real actions. A real system must contain someunprotected components. However, complexity and fault tolerance are muchmore manageable when protected actions are used.2.5 Spheres of ControlSpheres of control [20, 33] are a framework for describing and implementingprotected actions. Atomicity is achieved by enclosing a set of actions insidea sphere of control, which as a whole is executed atomically. Spheres ofcontrol can be created dynamically; that is, it is possible to enclose one ormore spheres of control inside a larger sphere of control at any time to maketheir execution collectively atomic.The spheres of control framework can be used to describe dependenciesboth before they occur (the related actions are enclosed in a sphere of control



2.5. DATABASE SYSTEM AS PART ... 17before they are executed) and after they occur. Controlling dependenciesafterwards e�ectively involves creating a new sphere of control which enclosesall a�ected actions. For example, suppose some action �nds a problem duringits processing. One can then trace back in history which action created theinvalid data. One then traces forward in time to �nd everyone who has useddata produced by the a�ected actions. All of these actions are enclosed in adynamically created sphere of control, which allows committing or abortingthem as a whole.Spheres of control are primarily a theoretical framework for describingdependencies. It is not directly used in applications; because of its generality(especially tracing back in history) its implementation would be very ine�-cient. It is primarily a notation for expressing the dependencies of controlthat are relevant for the application.2.6 Database System as Part of a Reliable Com-puter SystemDatabase systems implement atomic transactions for manipulating data.This is closely related to the notion of protected actions: the individualdata manipulation operations are unprotected actions, and transactions turnthem into protected actions.Many large systems (e.g. telephone exchanges) have very complicatedinternal data structures, have many conccurrent users, are typically dis-tributed, and must be highly reliable. The use of a well-de�ned databasesystem for managing the shared data in such a system makes the complexityof the system more manageable.Most large computer systems require reliable processing of data. Forexample, large banks have thousands of terminals, ATMs, and hundreds ofbranches. All of these access and update the collective information con-currently. If the computer system maintaining the balances of accountsbecomes unavailable or looses data, the whole bank must soon stop oper-ation. It is thus extremely important for the bank and its customers thatits computer system works reliably. This is a very typical example wheredatabases are used. The same problem can be seen on a smaller scale withwarehouses, retail chains, accounting, marketing, and many other �elds ofbusiness. Typically large systems have more strict requirements for availabil-ity and reliability, whereas many small systems can tolerate some amount ofunavailability or data loss, but require low cost.



18 CHAPTER 2. FAULT-TOLERANT COMPUTINGTransactions and database management are the key technology in build-ing large data-intensive computer systems. On the whole, database andtransaction technology has become one of immense importance in the mod-ern society. The current role of computers in the society is, to a large extent,possible because of database technology. Most often database technology ishidden deep inside the system.



Chapter 3Transaction ModelsThere are several di�erent abstractions for transactions [33, pp. 159{235].Di�erent abstractions are appropriate in di�erent applications. Some of thetransaction models are widely used in applications; some are currently onlyideas on paper.3.1 Flat TransactionsA 
at transaction is a collection of operations (queries, updates), which asa whole is executed with all the ACID properties.Flat transactions are the \basic" kind of transactions. They are sup-ported by virtually all database management systems, and in many systemsthey are the only kind of transactions supported. A typical example of a 
attransaction is the Debit/Credit transaction.1Flat transactions are well motivated by their simplicity and usability inmany applications. However, there are applications for which 
at trans-actions are not su�cient, and attempts have been made for extending thetransaction concept. Such extensions often result in weakening some of theproperties of the basic transaction, and thus lead to increased complexityin writing application programs. Care must be taken in selecting the mostappropriate transaction model for each application.1The Debit/Credit transaction [5] changes the balance of an account, the balance ofthe corresponding branch, and the balance of the teller. All of these updates must be doneatomically as a whole. 19



20 CHAPTER 3. TRANSACTION MODELS3.2 Flat Transactions with SavepointsFlat transactions can be extended by permitting the application to createsavepoints [32] and optionally roll back to a previous savepoint.A savepoint is a saved state of the transaction (usually created by a SAVEWORK statement). The application is given a handle to the savepoint. Theapplication is permitted to create any number of savepoints. The applicationcan later use the ROLLBACK WORK statement to restore a previous savedstate (also invalidating all savepoints that were made after the savepointthat was rolled back to).Savepoints are useful in implementing SQL statement-level atomicity,and in applications where it is desirable to roll back only part of the trans-action when an operation fails.3.3 Distributed TransactionsA transaction must often update data on several nodes on a network (Figure3.1). Even if the transaction, from the application's point of view, is asimple 
at transaction, in a distributed database the data may be locatedon several nodes, causing the system to implement the simple transaction asa distributed transaction.A distributed transaction must guarantee global consistency. This meansthat the transaction must be locally consistent on each node, and addition-ally must be globally serializable.A distributed transaction commits atomically as a whole. Either thesubtransactions on di�erent hosts all commit, or none of them commits.Two-phase commit [33, pp. 562{573] is usually used for implementingdistributed transactions. The idea is that when the global transaction wantsto commit, it asks all of its subtransactions to prepare for commitment. Eachnode then saves the state of the subtransaction in stable storage so that itcan be restored even after a crash. When all nodes have successfully preparedfor commitment, the coordinator decides to commit, records the decision instable storage, and asks all participating nodes to execute the commitment.The transaction is aborted if any node cannot successfully prepare for thecommit.



3.3. DISTRIBUTED TRANSACTIONS 21
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Figure 3.1: A distributed database management system.



22 CHAPTER 3. TRANSACTION MODELS3.4 Nested TransactionsA nested transaction [74] is a tree of transactions, the subtrees of whichare either nested or 
at transactions. Transactions at the leaf level are 
attransactions. The distance from the root to the leaves can be di�erent fordi�erent parts of the tree. The transaction at the root of the tree is called thetop-level transaction; the others are called subtransactions. A transaction'spredecessor in the tree is called a parent; a subtransaction at the next lowerlevel is called a child.A subtransaction can either commit or roll back. Its commit will not takee�ect, though, unless the parent transaction commits. Any subtransactioncan �nally commit only if the top-level transaction commits.The rollback of a transaction anywhere in the tree causes all its subtrans-actions to roll back. For this reason, subtransactions have only A, C, and I,but not D of ACID.All changes made by a subtransaction become visible to the parent trans-action upon the subtransaction's commit. Objects held by a parent transac-tion can be accessible to its subtransactions. Changes made by a subtrans-action are not visible to its siblings, in case they execute concurrently.In the original nested transaction model [74] only the leaf-level transac-tions could do actual work (access the database or send messages). Higher-level transactions only organize the control 
ow and determine when to in-voke each subtransaction.In a nested transaction, all locks acquired by a subtransaction are counter-inherited by (transferred to) the parent transaction when the subtransactioncommits. In other words, the objects that have been locked by the subtrans-action are kept locked after its commit, but the parent transaction is madethe owner of the locks. Conversely, a parent transaction can give locks onobjects to a subtransaction (locks are inherited by the subtransaction) at themoment the subtransaction starts. This can be done selectively, or all of theparent's locks can be given to the subtransaction. If a subtransaction aborts,all locks that were newly acquired by that subtransaction are dropped, butthose that were given to it by the parent are returned to the parent.Nested transactions are currently supported by relatively few commer-cial systems. However, internally many systems use similar mechanisms toimplement things like the atomicity of SQL update statements. Recently,some systems (most notably the Camelot system [27] and its commercialversion Transarc Encina) have used nested transactions for implementingtransactional programming languages.



3.5. OTHER TRANSACTION MODELS 23Nested transactions are often used in connection with distributed systemsand distributed transactions.3.5 Other Transaction Models3.5.1 Chained TransactionsThe idea of chained transactions is that rather than taking (volatile) save-points, the application program commits what it has done so far, therebywaiving its rights to do a rollback; at the same time, however, it is required tostay inside the transaction. In particular, it wants to keep locks on databaseobjects and to keep its SQL cursors open and in their existing positions.It is possible to use chained transactions to commit one transaction,release all database objects that are no longer needed, and pass on the pro-cessing context that is still required to the next transaction that is implicitlystarted.3.5.2 Multi-Level TransactionsMulti-level transactions [61] are like nested transactions, but some subtrans-actions are allowed to permanently commit their changes to the database(also called pre-commit). This gives up the possibility of unilateral rollbackof the updates. However, compensating transactions are used to semanti-cally reverse what the committed subtransaction has done in case the parentdecides (or is forced) to roll back. Since these commit-compensation depen-dencies are enforced at all levels of nesting, it is guaranteed that all updatescan be revoked, even if the top-level transaction fails and a whole numberof subtransactions have committed before.Multi-level transactions are very useful because they allow committing(and releasing) data before the top-level transaction has executed. However,they assume the existence of compensating transactions. This places restric-tions on the organization of subtransactions [33, pp. 203{210]. Multi-leveltransactions provide all the ACID properties for the top-level transaction.3.5.3 Long-Lived TransactionsAll of the transaction models presented so far are problematic for very largeupdate transactions (for example, updating all of a bank's million accounts at



24 CHAPTER 3. TRANSACTION MODELSthe same time) [33]. If the entire operation is performed as a 
at transaction,very much work will be lost if the transaction aborts.One approach for long-lived transactions is splitting the operation into anumber ofmini-batches, each of which executes a part of the whole operationand saves information about what has been done so far (as well as any otherrelevant context information) in the database. If the system crashes, it ispossible to pick up the context from the database and continue the operation.3.5.4 SagasSagas [29] are an attempt towards providing system support for the execu-tion of mini-batch-like sequences of transactions. Sagas are an extension ofchained transactions: each subtransaction has a compensating transaction,making the entire chain atomic, and the term saga refers to the entire chain.3.5.5 Cooperating TransactionsThe idea of cooperating transactions [75] is that a transaction may request anobject from some other transaction (knowing that it is only preliminary), usethe object for reading, and then return the object to the original transactionwhen needed. Cooperative transactions have been suggested for applicationslike computer-aided design (CAD).



Chapter 4Concurrency ControlThe purpose of concurrency control in a database system is to coordinate theactivities of multiple concurrent users [12, 33, 46]. It provides the isolationproperty of transactions (and has an important role in implementing theother properties).4.1 SerializabilityA set of transactions is said to be executed serially if they are executedone transaction at a time in any order [12, 33]. However, normally manytransactions are executed in parallel, and each transaction consists of severaloperations.The execution of a set of transactions is said to be serializable if theresult of the execution (the state of the database, as seen by the transactionsthemselves and by future transactions which may come later) is equal to someserial execution of the transactions.Serializability is equivalent to the isolation property of transactions, andit is used as the correctness criterion for concurrency control. All validconcurrency control methods must ensure that only serializable executionsare possible.There are three anomalies which can appear if the concurrency controlmethod does not guarantee serializability.� A lost update happens when two transactions read a value, then bothcompute a new value, and write the value. One of the updates is notre
ected in the �nal value. 25



26 CHAPTER 4. CONCURRENCY CONTROL� A dirty read happens when a transaction reads an object previouslywritten by another transaction, and then the other transaction makesfurther changes to the object (either by explicit changes or by rollingback). The version read by the transaction may be inconsistent, be-cause it is not the �nal (committed) value of the object.� Unrepeatable read is when a transaction reads an object twice, withoutchanging it in the meanwhile, and gets two di�erent answers. This mayhappen if another transaction modi�es the object between the reads.This anomality is also called the phantom problem.It can be shown that these three forms of inconsistency are the onlypossible anomalies caused by concurrency. If they can be prevented, thetransaction will appear to run in isolation [33, p. 381].4.2 RecoverabilityA concurrency control method must guarantee that the recovery methodcan undo the e�ects of aborting transactions without violating durability.In particular, no transaction can commit before all the data that it has readhas been committed. If this requirement were not satis�ed, the transactioncreating the data could abort, but then it would no longer be possible toundo the e�ects of the aborting transaction, because they would already bepart of the output of a committed transaction, and removing the e�ects atthat point would violate durability.A concurrency control method that satis�es this requirement is calledrecoverable [12, pp. 6{7]. All practical concurrency control methods mustsatisfy this requirement.4.3 Avoiding Cascading AbortsIf a concurrency control method allows reading data that has not yet beencommitted, it must keep track of which transactions depend on which trans-actions, and prevent transactions from committing before all transactionsthey depend on have committed. Consequently, if a transaction is aborted,all transactions that depend on it must be aborted as well. This phenomenonis called cascading abort.A concurrency control method can be recoverable and allow cascadingaborts. However, in many practical systems it is desirable to avoid cascading



4.4. STRICT EXECUTIONS 27aborts. A method which does not permit other transactions to read uncom-mitted data avoids cascading aborts [12, pp. 6{9], and there is no need tokeep track of dependencies between transactions.4.4 Strict ExecutionsMany recovery methods use before images [33, p. 162] for rolling backaborted transactions. If multiple transactions are allowed to write to thesame data item before the others have either committed or aborted, it ispossible that before image logging cannot be used for recovery: when thetransactions all abort, the �nal value will be the before image of the lasttransaction that aborted, which may not be the original value of the dataitem.These problems can be avoided by requiring that the execution of a writeoperation be delayed until all transactions that have previously written thesame data item have either committed or aborted.Executions that delay both reads and writes of a data item until alltransactions that have written that data item have either committed oraborted are called strict [12, pp. 9{11].Strict executions are always recoverable and avoid cascading aborts. Re-coverability is a fundamental requirement which makes recovery possible.Avoiding cascading aborts and strictness are pragmatic requirements im-posed by many recovery methods (but not all) for performance reasons. Therecovery method described in this thesis purposely neither avoids cascadingaborts nor is strict.4.5 Degrees of IsolationFull isolation is not appropriate for some practical applications due to perfor-mance reasons. Many database systems support several degrees of isolation[33, pp. 397{403].Degree 0. The transaction will not overwrite another transaction's data ifthe other transaction runs at degree 1 or higher.Degree 1. The transaction has no lost updates.Degree 2. The transaction has no lost updates and no dirty reads.



28 CHAPTER 4. CONCURRENCY CONTROLDegree 3. The transaction has no lost updates and has repeatable reads(which also implies no dirty reads). This is \true" isolation.The SQL standard requires all systems to support Degree 3 isolation (fullserializability). However, many systems use Degree 2 isolation to get betterperformance. This is called cursor stability. Level 1 is called browse access.It permits the application to scan through a table without disturbing othertransactions; however, it may get inconsistent results.4.6 Two-Phase LockingConcurrency control is usually implemented using locks. Locks are typicallyidenti�ed by a name (which may be derived from the page number, recordidenti�er, key value, or some other property of the object being locked).Locks can be acquired in shared mode, which means that several transactionscan hold shared locks on the same object, or in exclusive mode, which meansthat no other transaction can hold any lock on the same object. Typically atransaction must obtain a shared lock before it can read an object, and anexclusive lock before it can modify the object.Locks must be acquired and released in a controlled manner to guaranteeserializability. Which locks are acquired and released, and when, is controlledby the locking protocol.The most common locking protocol is two-phase locking. The idea is todivide the transaction into two phases: the growing phase and the shrinkingphase. New locks can be obtained only in the growing phase, and lockscan be released only in the shrinking phase. Together with obtaining ashared lock before reads and an exclusive lock before updates this guaranteesserializability [12].In practical systems it is often not possible to know which objects thetransaction is going to access before commit until the transaction has ac-tually requested to commit. This means that the shrinking phase cannotbegin until after the transaction has requested to commit. This variant oftwo-phase locking is called strict two-phase locking [12].4.7 DeadlocksIf a transaction tries to obtain a lock which is held by another transactionin a con
icting mode, the transaction will have to wait until the other lockhas been released.



4.8. PREDICATE LOCKS 29Suppose transaction T1 requests and gets an exclusive lock on objectO1. T2 then requests and gets an exclusive lock on O2. T1 then requestsa lock on O2; since there is a con
icting lock, the request blocks. Then,transaction T2 requests a lock on O1; it blocks as well. Both transactionsare now blocked waiting for each other. This situation is called deadlock.A deadlock occurs when there is a set of transactions waiting on eachother. A deadlock situation can be detected by constructing a directedgraph called the waits-for graph. The graph has all active transactions as itsvertices; there is an edge in the graph for each lock wait from the waitingtransaction to the owner of the lock being waited on. There is a deadlock ifthis graph has a cycle.A deadlock is typically resolved by aborting one of the transactions par-ticipating in the deadlock (that is, one of the transactions forming the cycle).4.8 Predicate LocksLocking is described in the previous sections as referring to individual ob-jects. In practice things are not this simple: for example, what are theobjects accessed in a query in a relational database? The transaction readsthe database structure, table headers, and the individual records. Lockingthe table headers prevents all insertions and deletions to the table, whichis clearly unacceptable in high-performance systems. If just the records arelocked, other transactions can insert or delete records, and those recordsmight show up in later queries by the same transaction as phantoms.Locks on individual records can be used to protect against lost updatesand dirty reads. However, they are inadequate for preventing phantoms.Locking table headers, on the other hand, severely limits concurrency.There is a solution called predicate locks [28]. The idea is to lock anarbitrary subset of the database (as speci�ed by a predicate). When a queryaccesses a set of records, it obtains a predicate lock on all the records thatare relevant to the query. This predicate lock prevents phantoms.Predicate locking requires testing for predicate satis�ability, which is NP-complete. Direct use of predicate locking is computationally not feasible.However, it is possible to devise more limited systems that o�er most of thebene�ts of full predicate locks, yet permit e�cient implementation.



30 CHAPTER 4. CONCURRENCY CONTROL4.9 Granular LocksPhantoms raise the issue of locking granularity [33, p. 406{411]. Possi-ble units of locking are databases, �les, �le subsets, records, �elds withinrecords, and so on. The choice of the lock granule is a trade-o� betweenconcurrency and locking overhead. Coarse-granularity locking is appropri-ate for large transactions, whereas �ne-granularity locking is appropriate forsmall transactions. Additionally, some transactions need to lock subsets ofall objects (possibly including objects not (yet) in the database).Predicate locks permit locking at multiple granularities, as well as lockingarbitrary subsets. The computational complexity of predicate locking can beovercome by choosing a (possibly large) �xed set of predicates, and forminga partial order where a \larger" predicate implies all \smaller" predicates.A lock on a predicate implies a lock on all smaller predicates.There is are two special lock modes, intention shared and intention ex-clusive. An intention shared lock is incompatible with exclusive locks, andan intention exclusive lock is incompatible with shared and exclusive locks.The intention lock modes are compatible with each other.All lock requests are constrained so that before a transaction can obtaina lock on a lower level predicate, it must obtain an appropriate intentionlock on all larger predicates.This locking protocol is called granular locking or DAG locking. Whenthe predicates can be ordered in a tree (instead of an arbitrary partial order)this is called tree locking.Many systems use special locking for commutative operations. Theseoperations can be performed in an arbitrary order with the same result.Such operations are also reversible. A typical example is adding a numberto the value of a �eld. A lock for this kind of operations is called an updatelock, or generally extended lock modes.Table 4.1 shows typical lock modes and their relationships. A transactionmust obtain an intention lock (IS, IX, or SIX) on the higher level node inthe locking hierarchy before it is allowed to obtain a concrete lock (S, SIX,U, or X) on a lower level node. A concrete lock in one mode on a high-levelnode implies the same lock mode on all lower level nodes covered by thehigher-level node. Lock mode IS permits the transaction to obtain shared(IS and S) locks on lower level nodes; mode IX permits the transaction toobtain any lock modes on lower level nodes. Lock mode SIX implies a sharedlock on all lower level nodes covered by the higher-level node, and permitsthe transaction to obtain locks on lower level nodes.



4.9. GRANULAR LOCKS 31Compatibility matrix for granular locksGranted modeRequested mode None IS IX S SIX Update XIS + + + + + - -IX + + + - - - -S + + - + - - -SIX + + - - - - -U + - - + - - -X + - - - - - -Table 4.1: Compatibility matrix for granular lock requests [33, p. 408].The database system usually does not know how many objects a trans-action is going to access when the transaction starts. Therefore, it does nothave enough information to select the most appropriate locking granularityfor the transaction. This is usually solved by having the transaction �rst use�ne-granularity locking, and a coarse-granularity lock is obtained after thetransaction has made a certain number of modi�cations. This is called lockescalation.
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Chapter 5RecoveryRecovery provides the atomicity and durability properties of transactions inthe presence of failures. It must guarantee that every transaction is eitherexecuted entirely, or not at all. Additionally it must guarantee that oncecommitment has been acknowledged to the application, the transaction willremain permanent.One should be speci�c about the circumstances under which a trans-action is to be atomic and durable. Achieving these properties under theassumption that the system is functioning normally is fairly easy. Gettingthe properties in the presence of system crashes (without any hardware com-ponents being damaged) requires more e�ort, and the di�culty increases asmore types of failures (disk crashes, �re in the machine room, etc.) are con-sidered. In most of the following discussion, atomicity and durability areguaranteed in the presence of system crashes and the loss of at most onehardware component. Techniques for higher levels of fault tolerance (suchas loss of a machine room) are discussed in Section 5.4.3. Techniques againstsituations where a failure goes undetected (that is, the failfast property ofcomponents fails), particularly N-plexing, are discussed in [33].5.1 Types of StorageComputers have several types of storage that have di�erent recovery char-acteristics. Volatile storage (e.g., main memory) loses its contents on power-down or system restart. Nonvolatile storage keeps its contents during powerfailures and normal system restarts. However, it is still susceptible to fail-ures. Stable storage is an ideal storage type which keeps its contents forever33



34 CHAPTER 5. RECOVERYand has the ACID properties. Stable storage can be approximated by stor-ing the data on several devices with independent failure modes, and usingadditional control information to synchronize updates.Normal crash recovery deals with loss of volatile storage. Media recoverydeals with loss of nonvolatile storage. In the end the entire database systemcan be seen as an approximation of stable storage for the data. Most systemsare designed to maintain this approximation in the presence of at most onecomponent failure. Failure to maintain the approximation of stable storageresults in loss of the ACID properties.5.2 Log-Based RecoveryLogs are the best-known technique for recovery. The general idea is thatas modi�cations are made to the database, the modi�cation (e.g., old valueand new value of the object) is stored in the log. The log can then be usedto redo the updates or to undo the updates.There are several variations of logging [12, 35, 102].Before-image logging (also called undo logging) means that the old valueof a data item (along with control information) is written to the log beforethe value of the data item is changed. All data modi�ed by a transactionmust be written to disk before the transaction can commit, because there isno way to redo the transaction if the system crashes after commit but beforethe data has been written to disk.After-image logging (or redo logging) means that the new values of dataitems are written to the log. New values are not written to data pages untilthe transaction has committed, and thus there is no need to undo them atrecovery time.Write-ahead logging (or undo/redo logging) records both the old and thenew value of a data item in the log. This permits updates to be written tothe database while the transaction is active, but does not require 
ushingchanges to disk at transaction commit (only the log needs to be 
ushed).Most log-based systems modify data in-place; that is, they modify thecontents of existing data pages and overwrite the old contents.Shadow paging is an example of a recovery method which does not updatedata in-place. Instead, a new page is allocated whenever one is modi�ed,and existing pages are never overwritten as long as they are valid. Shadowpaging is discussed in more detail in Section 6.



5.3. WRITE-AHEAD LOGGING 355.3 Write-Ahead LoggingWrite-ahead logging is widely used in commercial databases [66], and hasbeen found to provide the best overall performance [3, 4, 42, 43, 89]. It sup-ports �ne-granularity locking [66], extended lock modes [66], partial rollbacks[66], on-the-
y incremental dumping [69], B-tree locking [53, 54, 65, 67], tran-sient versioning for e�cient execution of read-only transactions [71], remotebackup management [70, 72] and nested transactions [92].The basic write-ahead logging algorithm works as follows [12, pp. 180{195]. Ti identi�es the transaction, x names a data item, and v is the valueto be written.Write(Ti, x, v)1. If the page containing x is not in the cache, fetch it.2. Append [Ti, x, value(x), v] to the log.3. Write v into the space occupied by x.Read(Ti, x)1. If the page containing x is not in the cache, fetch it.2. Return the value of x.Commit(Ti)1. Write a commit record for Ti to the log and 
ush the log.2. Acknowledge commitment to the scheduler.Abort(Ti)1. For each data item x updated by Ti:� if the page containing x is not in the cache, fetch it;� copy the before image of x (as recorded in the log) into the spaceoccupied by x.2. Write an abort record for Ti to the log.3. Acknowledge the abortion to the scheduler.



36 CHAPTER 5. RECOVERYRecovery after a crash works by using the before images to undo anytransactions for which there is no commit record, and by using the afterimages to redo any updates which had not been 
ushed to disk from thecache. Log sequence numbers (LSNs) [12, 33, 66] are used to determinewhich pages on disk already contain new values.Checkpointing is used to limit how far the log needs to be scanned. Thebeginning and the end of a checkpoint are recorded in the log. All dirty pagesare 
ushed to disk during the checkpoint; however, transaction activity isnot quiesced. The recovery system then knows that all updates made beforethe beginning of the last checkpoint are already re
ected in the physicaldatabase on disk. The checkpoint log records also contain a list of activetransactions at that time; that information can be used to determine whichtransactions were still active when the system crashed without needing toscan further in the log. Fuzzy checkpointing can be used to reduce disktra�c during a checkpoint; the idea is to 
ush those pages that have notbeen written to disk since the beginning of the previous checkpoint, and atrestart scan the log until the beginning of the second to last checkpoint.Logical logging (or operation logging) is commonly used with write-aheadlogging. The idea is to log the operation that was performed (for example,insert record r in relation R). Logical logging reduces log size, and is more
exible than physical logging. It allows restructuring the physical databaseso that data may get stored on a completely di�erent physical page afterrecovery. An example of this is B-tree reorganization during insertion [67].Record level locking (that is, locking individual records which may besmaller than a page) requires care because page-level LSNs can no longer beused to determine the state of a page if the system crashes during recovery.This can be solved using compensation log records, which are written to thelog during the undo phase of recovery, or by including a LSN in each record[12, 66].5.4 Media RecoveryMedia recovery deals with recovering from destruction of the physical media(disk) used to store the database. Since hardware failures (disk crashes etc.)occur relatively frequently (about once a year), the system must be able torecover from such failures.Backups are one form of media recovery. A backup alone cannot guar-antee the durability of transactions, since transactions executed after the



5.4. MEDIA RECOVERY 37backup are not re
ected in the backup.A backup together with log entries for transactions executed after thedump can be used to reconstruct the state of the database at the time of thefailure. All industrial-strength database systems must support dumping andrestoring the database, dumping preferably not disturbing normal transac-tion processing. Very large databases cannot reasonably be dumped in fullvery often, and incremental dumps (that is, dumps of only that data whichhas changed since the previous dump) are important in such environments[36, 69, 84, 91, 94].Redundancy can be used to tolerate failures without disturbing transac-tion processing. Mirroring [33, 37, 78] is a technique where the same datais stored on two (or more) disks, and if one disk fails, the other can be usedto retrieve the data and repair the failed disk. Mirroring also improves readperformance at the expense of write performance. Doubly distorted mirrors[78] provide improved write performance at the expense of disk space andspecial hardware.RAID (Redundant Array of Inexpensive Disks) [37, 80, 99, 100] alsopermits recovery from disk failures. The idea is to store the data on justone disk, but for every few disks there is a parity disk which contains theexclusive-or of the data in the corresponding blocks on the other disks. Ifone disk fails, its data can be reconstructed by computing the exclusive-orof the data on the other disks. This permits recovery after a disk crash, andeven normal operation at reduced performance. Di�erent RAID implemen-tations store the parity information di�erently, and have radically di�erentperformance pro�les. RAID does not improve read performance and causesextra overhead for writes. However, its disk space overhead is much less thanthat of mirroring (about 10{20% compared to 100% for mirroring).5.4.1 Recovering from a Bad BlockThe most common kind of a disk failure is the destruction of the contents ofa single disk block. Bad blocks appear fairly often (about once a year) ondisks during normal usage. Data in a disk block may also get destroyed dueto a software error which writes garbage to the disk (in this case the mostdi�cult problem is detecting that the block has been corrupted).Many systems support automatic recovery from this kind of failures [66].The log and backup copies can be used to reconstruct the state of the block.Mirroring and RAID systems can easily recover from this kind of failurewithout disturbing normal operation.



38 CHAPTER 5. RECOVERYIn many applications it is unacceptable to crash the database system ormake it unavailable for users because of the failure of a single block.5.4.2 Recovering from a Disk CrashThe contents of an entire disk are sometimes lost due to a head crash, compo-nent failure, or some other similar problem. Typical disks have mean timesto failure of a few years. Most database applications thus need to considerthis possibility.One approach to recovering from a disk crash is to restore the latestbackup dump of the database, and redo transactions that have been executedafter the dump from the log.Mirroring and RAID systems can recover from this kind of a failure. Anew disk is substituted for the failed one, and the system brings the newdisk up to date using the intact ones. Normal operation can continue dur-ing recovery; however, not all practical systems support normal transactionprocessing during recovery from a disk crash ([37] discusses the problemsinvolved). While the system is repairing the damage, it cannot sustain an-other disk crash; however, an additional disk crash during repair is highlyunlikely if the disks have independent failure modes.5.4.3 Recovering from Site LossA rather extreme catastrophe is the loss of an entire site (computer roomand facilities) due to �re, earthquake, acts of war, sabotage, labor disputes,or some other cause. Basically all lesser failures can be treated as a site lossif the other methods fail.Geographically remote system pairs with independent connections to userterminals can be used to tolerate site crashes [33]. Several algorithms existfor maintaining a hot standby at a remote site [33, 44, 70, 72, 83]. Shouldthe primary site fail for any reason, the backup site can immediately takeover and continue serving users without any interruption of service.In the event that all of these methods fail, the only possibility is to restorethe entire database from the backup copies, compromising the durability oftransactions. In many low-end systems this is the only kind of media recoverysupported. In high-end and high-availability systems more sophisticatedmethods are necessary.



5.5. CLASSIFICATION AND PERFORMANCE ISSUES 395.5 Classi�cation and Performance IssuesDi�erent recovery methods have di�erent properties with respect to cachemanagement, checkpointing, and atomicity of disk updates [35].A recovery method has atomic updates if any set of modi�ed pages canbe propagated as a unit, such that either all or none of the updates becomepart of the materialized database. Conversely, a method is not atomic ifmultiple updates cannot be done atomically. Most update-in-place methodsare not atomic in this sense, because they can modify multiple pages, andit is possible that some of the pages have been written to disk while somehave not. Shadow paging (Section 6) is an example of a method which hasatomic updates.Some recovery methods permit the cache to write dirty pages to disk atany time (strictly speaking, only when the page is not being modi�ed bythe system). This is called the steal policy (the cache is allowed to writethe page to disk and remove it from the cache). Some methods, particularlyredo-only logging, do not permit modi�ed data to be written to disk beforetransaction commit.Methods which do not permit the steal policy have problems in handlinglarge transactions. There may not be enough cache memory in the system tohold all updates of a transaction. Thus, such systems must either limit themaximum transaction size, or implement some kind of over
ow mechanisms(which are di�cult to make e�cient).Undo-only logging requires that all modi�ed data must be written to diskbefore the transaction can commit. This is called the force policy (updatesare forced to disk at commit).Systems that use the force policy must perform many more writes thansystems that do not require the force policy, especially if the database con-tains many hotspots. Moreover, if update-in-place is used, the writes go toarbitrary �xed locations on the disk, resulting in many time-consuming seeksand rotational delays, which greatly lengthens the time required for process-ing a commit. Force policy in connection with shadow paging is discussedin Sections 6.5 and 17.5.6 ClusteringClustering [33] is an issue not directly related to recovery which can greatlya�ect database performance. Clustering means that data which is frequently



40 CHAPTER 5. RECOVERYaccessed together is stored in nearby locations on disk.Clustering is relevant in several situations. In sequential scans it is veryimportant that the data to be read is stored contiguously on disk to avoidseeks. Large objects (blobs) are also usually accessed sequentially. Complexobjects [15, 16] often involve accessing several objects together. Such objectsshould be stored on the same or on nearby pages.Many join1 algorithms depend on being able to e�ciently read a recordfrom one table, and then records from another table that have the same keyvalue in some �eld. This is typically done using a clustering index. For thispurpose it is important to be able to cluster all records with the same keyvalue into the same physical block.Clustering is not relevant for small random accesses to a large database.Such accesses will almost always require a full seek regardless of how thedata is physically organized.

1Join is a relational algebra operation which merges data in two or more tables [46]. Itcan be seen as a selection on the cartesian product of the tables.



Chapter 6Shadow PagingShadow paging is an alternative to logging in the implementation of recov-ery. The idea is that the data structures used for implementing the logicaldatabase only refer to logical pages, and a page table is used to map eachlogical page number to a physical page number. When a page is modi�ed,the original physical page is not modi�ed; instead, a new physical page isallocated, and when the transaction commits, the page table is updatedatomically to re
ect the new locations of modi�ed pages.There are several alternatives for implementing atomic page table up-dates. The original shadow page algorithm [60] used two page tables (thecurrent and the shadow page table), and a bit which tells which page tableis current. System R [32] used a similar approach with logs on page tablepages to implement multiple concurrent transactions. Reuter [88] avoidedthe page table entirely by using two physical pages with timestamps for eachlogical page. Lampson and Sturgis [49, 64] used intentions lists as a redomechanism (the list of changes is �rst recorded in stable storage, and onlythen is the page table modi�ed). Kent [42, 43] implemented the page tableas a tree-like structure, the modi�ed parts of which were rebuilt using freshpages, and a page table pointer was set to point to the new page table atcommit. Each of these alternatives will be discussed in more detail in thefollowing sections.There have been several studies on the relative performance of shadowpaging algorithms compared to log-based algorithms [3, 4, 32, 42, 43]. Shad-ow paging has consistently been found to have inferior performance. Addi-tionally, shadow paging has had several other problems for which no solutionshave been presented: shadow paging does not easily support �ne-granularity41



42 CHAPTER 6. SHADOW PAGINGlocking [66], large read-only transactions, media recovery, two-phase commit[66] (though [49] presents an algorithm for two-phase commit), or partialrollbacks [66] (though System R had them [32]). Additionally, shadow pag-ing destroys clustering of data [12, 32, 33], although techniques have alsobeen presented to avoid this [43, 60, 88].Generally, very little research has been done on shadow paging sinceabout 1985. It is very widely believed that shadow paging will never bea usable recovery mechanism. Newer books on database systems hardlymention it. Virtually all commercial systems use logs, with the exception ofsome object-oriented databases, and even there the experiences have beendiscouraging [30].6.1 The Original Shadow Page AlgorithmLorie [60] presented the original shadow page algorithm. In many textbooksthis algorithm is the only description of shadow paging.The idea is that there are two page tables on disk in �xed locations. Oneof the page tables contains the current database state (possibly containingupdates of uncommitted transactions). The other page table (called theshadow page table) contains an earlier transaction-consistent database state.Additionally, there is a master record, which tells which of the page tablesdescribes the current database. (Lorie [60] also describes the use of two freeblock bitmaps, and his description includes multiple segments, each of whichhas a separate page table.)Read operations work by mapping the requested page number to a phys-ical page number using the current page table, and reading that physicalpage.Write operations work by allocating a new page, copying the new contentsto the new page, and changing the mapping in the current page table to pointto the new page.The original scheme [60] does not support durable commitment for trans-actions. Instead, a checkpoint is used to make permanent the changes madeby transactions executed so far. A checkpoint works by quiescing transac-tions, writing to disk all changes made so far (including the current pagetable), and toggling the bit in the master record which indicates which pagetable is current. The old current page table is then copied to the other pagetable, and the old current page table becomes the shadow page table.The original scheme does not discuss aborting individual transactions.



6.2. INTENTIONS LISTS 43(It is of course possible to return to the previous checkpoint, but severaltransactions may have been executed after the last checkpoint.)Recovery after a crash works by copying the shadow page table (and freeblock bitmap) to the current page table. No other processing is needed. Thestate of the database returns to that of the last checkpoint.If durability of transactions and aborting individual transactions need tobe supported, only one transaction can be performed between checkpoints.System R [32] solved this using logs together with shadowing.6.2 Intentions ListsLampson and Sturgis [48, 49] described a method for implementing atomictransactions. Their idea is to store all the changes made by a transactionin an intentions list. The intentions list is saved in stable storage in the�rst phase of commit (they use two-phase commit), and executed in thesecond phase of commit. If the transaction is aborted, the intentions list isnever executed. If the transaction crashes before the intentions list has beenexecuted, it will be re-executed during recovery. Intentions lists can be seenas a variation of redo-only logging.Intentions lists can be used either with shadowing or without shadowing.When used with shadowing, they contain changes to the page table mapping.Only one copy of the page table is needed, since changes are made atomicby the redo mechanism. When used without shadowing, the intentions listmust contain all of the new data to be written.Intentions lists can be used to implement multiple concurrent transac-tions, since locking guarantees that the intentions lists of di�erent transac-tions refer to di�erent sets of pages. Durable commitment and abortion ofindividual transactions are easily supported.Menas�ce and Landes [64] use the intentions list method (they also discussnot having a page table and �rst writing the page to a di�erent area on disk)with two-phase commit. The page table itself is shadowed (that is, existingpage table pages are not modi�ed; instead, a new page table page is allocatedwhenever a modi�cation is made). However, updates to the page table ondisk are done only at checkpoints [60], not for every transaction. On-the-
ydumping of the database is implemented using the initial version methoddescribed in [91].Agrawal and DeWitt [4] have also used the intentions list paradigm.They use an incremental page table, which is similar to an intentions list,



44 CHAPTER 6. SHADOW PAGINGbut is used as a di�erential to the global page table while the transaction isactive.6.3 Page Table in Shadowed StorageKent [42, 43] has made several improvements to the previous shadow pagingschemes. First, the page table is structured as a tree, and existing pages arenever modi�ed. Instead, a new physical page is allocated for the modi�edpage table page, and higher level page table pages are modi�ed the sameway to contain the new address of the lower level page table page. Thereis a page table pointer in a �xed location in stable storage which is used torecord the current location of the highest level page table page.Kent uses a per-transaction incremental page table to hold the changesmade to the page table by a transaction. The incremental page table is ba-sically a list of mappings hL; Pold; Pnewi, where L is the logical page number,Pold is the old mapping of the page, and Pnew is the new mapping of thepage.Read operations �rst check from the incremental page table if the trans-action has a local copy of the page. If available, the local copy is used.Otherwise, the page table is used to map the logical page number to a phys-ical page, and that page number is used.Write operations �rst check if the transaction already has a local copyof the page. If so, that copy is used. Otherwise, the system allocates anew physical page, copies the old contents of the logical page to that page,modi�es the copy, and adds an entry for the page to its incremental pagetable.Page-level two-phase locking on logical page numbers is used for concur-rency control. Reads lock the page in shared mode before doing anythingelse, and writes lock the page in exclusive mode. Shared locks are releasedwhen the transaction requests to commit, and exclusive locks when the trans-action has actually committed.If a transaction needs to be aborted, all that has to be done is to freethe new page numbers in its incremental page table and to release all locksheld by the transaction.Kent uses commit batching (or group commit [33, pp. 509{510]) to im-prove the performance of commits. When a transaction requests to be com-mitted, it is put on a list of transactions waiting to be committed. A separateprocess takes all transactions on the list a few times a second. It merges their



6.4. CLUSTERING WITH SHADOW PAGING 45incremental page tables (there can be no con
icts between the transactionssince only pages that are exclusively locked can have entries in the incremen-tal page table). The changes of all those transactions are then made to theglobal page table, allocating new physical pages for all page table pages thatare changed. All modi�ed pages are then 
ushed to disk, and the address ofthe new page table is written to the master pointer. The old physical pages(and the old versions of the modi�ed page table pages) are freed.Kent's algorithm supports multiple concurrent transactions without anylogging. It supports full durability and isolation for all transactions. Nogarbage collection is needed. Kent does not discuss things like on-the-
ydumping or media recovery; however, it will be shown in Sections 11.6.2 and14 that both of these can be supported e�ciently.6.4 Clustering with Shadow PagingSeveral alternatives have been proposed for supporting clustering with shadowpaging [43, 60, 88] (strictly speaking, [88] is not a shadow paging system inthe same sense as the others since it has no page table). The basic idea inall of them is to keep the logical-to-physical mapping approximately linear.Lorie [60] has proposed that disk cylinders should be used as clusters,and that neighboring logical pages should, if at all possible, be allocatedfrom the same cylinder. Some space should be reserved on each cylinder sothat new copies of pages can be allocated on the same cylinder.Reuter [88] proposed in his TWIST algorithm allocating two physicalpages for each logical page. A timestamp is used to determine which of thephysical pages contains the current value of the page. The two pages arealways adjacent pages on disk, and thus it is very cheap to read both of themat the same time. No page table is needed in this scheme since the mappingfrom logical to physical pages is �xed.Kent [42, 43] uses a clustering mechanism similar to that of Lorie [60].Kent's algorithm makes the transaction wait if there no suitable physicalpage is available for allocation.6.5 Performance ResultsSeveral studies have shown that shadow paging performs much worse thanthe best log-based approaches, particularly write-ahead logging.



46 CHAPTER 6. SHADOW PAGINGAgrawal and DeWitt [3, 4] compared write-ahead logging to shadow pag-ing. Their shadow paging version was based on the Lorie [60] algorithm, andused intentions lists [49] to implement concurrent transactions. They as-sumed that the clustering algorithm [60] was being used. Logging was foundto be the overall winner, especially for small update transactions, althoughshadow paging performed reasonably well for large transactions with a se-quential access pattern. The primary overhead with shadow paging turnedout to be reading and updating the shadow page table.Kent [42, 43] compared write-ahead logging with his version of shadowpaging (Section 6.3). He found logging to perform better for small updatetransactions, but for large transactions shadow paging sometimes performedbetter. The primary overhead with shadow paging was page table I/O.Many papers mention lack of clustering as a major performance problemwith shadows [32, 66]. This is strange in the light that several clusteringalgorithms have been presented for shadow paging (though System R [32]did not use any of them).Force policy (that is, the fact that all modi�ed pages must be 
ushedto disk at transaction commit) has been mentioned as one problem withshadow paging [30, 66]. This is a real problem, which clearly increases thetime needed to commit a transaction. It is, however, unclear how much itreally increases the steady-state average disk I/O [106].



Part IIThe New Shadow PagingAlgorithms
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Chapter 7IntroductionThis part of the thesis presents the new shadow paging algorithms developedin this work. They are based on the variant of shadow paging developed byKent1 [43].Sections 8 and 9 describe a novel method for supporting �ne-granularitylocking with shadow paging [105, 108]. Section 10 describes how to use the�ne-granularity locking framework for B-trees. Section 11 describes howshadow paging can be used to take transaction-consistent snapshots of thedatabase very e�ciently [107]. Section 11.6.1 describes how to execute read-only transactions without any locking using snapshots, and Section 11.6.2describes how to use snapshots to implement on-the-
y multi-level incre-mental dumping without disturbing normal transaction processing. Section12 describes a write optimization method which signi�cantly improves theperformance of shadow paging [106]. The clustering problem is analyzedin Section 13 and a solution is presented which provides reasonable perfor-mance for most applications. Section 14 describes how to support mediarecovery e�ciently with shadow paging. Finally, Section 15 describes howto do two-phase commit so that shadow paging can be used in distributeddatabases [105].1Actually, many of the ideas described in [43] were reinvented independently, and onlylater did the earlier work become known to the author.49



50 CHAPTER 7. INTRODUCTION7.1 The Variant of Shadow Paging Used in ThisWorkThe variant of shadow paging used in this work di�ers signi�cantly frommostof the earlier algorithms in the literature [32, 48, 49, 60, 88], but is similarto Kent's algorithm [42, 43] described in Section 6.3. This section describesthe page-oriented version of the algorithm (Kent assumes page-level locking)and establishes some terminology.The database consists of a number of disk blocks organized as pages.Each page can hold a �xed number of bytes, and is identi�ed by a numberfrom which its address on disk can be computed. These pages will be calledphysical because they have a direct representation on disk.The levels of the database system above the transaction manager also seethe database as a collection of numbered pages. These will be called logicalpages to distinguish them from physical pages. High level data structures,such as those used to implement tables or indexes, only refer to logical pages.The mapping between logical and physical pages is maintained using apage table. Conceptually it is an array of physical page numbers indexed bythe logical page number. There is always a valid page table in nonvolatilestorage on disk.The page table is implemented as a tree-like structure (Figure 7.1). Leafpages of the tree contain a �xed number of pointers to physical data pages.Each page above the leaf pages contains the same number of pointers to leafpages, and so on. All levels of the tree are identical. When moving downthe tree, the page on each level is indexed by (L=N level�1) mod N , where Lis the logical page number, N is the number of page table entries on eachpage, and level is the level on the page table on which the page table is, leaflevel being 1, the one above that 2, and so on.The page table is in shadowed storage (that is, existing pages are nevermodi�ed, and new pages are allocated if a page needs to be modi�ed). Thereis a page table pointer in a �xed location in stable storage. It contains theaddress of the root of the page table on disk. When a transaction modi�esthe database, it constructs a new page table (without modifying any of theexisting page table pages), writes the new page table to disk, and commitsby atomically writing the address of the new page table to the page tablepointer. The new page table is partially shared with the old page table; onlythose pages which are modi�ed are rewritten.Each page table entry contains two physical page numbers (Section 14
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Pointer Figure 7.1: The shadow paging �le structure.explains why there are two physical page numbers), a timestamp of thelast modi�cation of the page table entry (Section 11), the size of the page(Section 13), plus 
ags and information for free space management.The size of a page table entry is 16 bytes. This allows 40 bits for eachphysical page number, 40 bits for the timestamp, one byte for page size and
ags and free space information. With 512 byte physical pages, 40 bits forthe address allows 512 terabyte maximum database size. The timestampis a commit batch sequence number. At ten batches per second it wrapsaround after 3 500 years. Page size is stored as log2 S � 9 in 4 bits. 4 bitsare available for 
ags and allocation information.Typical page sizes are from 512 bytes to a few kB for frequently updatedrelational data, and up to 1 MB for blobs and multimedia data. The size ofthe page table is about 0.01 % to 3 % of the size of the database. In manyapplications it �ts entirely in main memory.Concurrent transactions are implemented by having a per-transactionincremental page table which is used to store the changes made by thetransaction. The incremental page table is conceptually a list of tupleshL; Pold; Pnewi, where L is the logical page number, Pold is the old physicalpage number, and Pnew is the new physical page number. Pold correspondsto the global version of the page and Pnew corresponds to the local version



52 CHAPTER 7. INTRODUCTIONof the page.Two-phase locking on logical pages is used for concurrency control (itwill be seen in Sections 8 and 10 that with �ne-granularity locking this issomewhat di�erent, but the basic idea remains the same). To read a page,the transaction �rst acquires a shared lock on the logical page. It then looksfor a corresponding entry in its incremental page table, and if not found,maps the page using the global page table. To write a page, the transactionobtains an exclusive lock on the logical page. It then checks if it alreadyhas an entry for the page in its incremental page table. If so, it uses thealready-existing local version of the page. If not, it creates a copy of thepage, and adds a corresponding entry to its incremental page table.Since a transaction must have an exclusive lock before it can modify apage, only one transaction can have a local version of any given logical page,and there can be no con
icts between the incremental page tables of di�erenttransactions. This means that it is possible to install the modi�cations ofseveral transactions into the global page table at once, reducing the overheaddue to constructing new page tables. This is implemented by queuing alltransactions which have requested to be committed, and having a separateprocess periodically (a few times a second or as soon as the previous commitbatch has been completed) take all transactions in the queue and install theirmodi�cations (local versions) to the global page table. This is called commitbatching [33, 43]. The basic idea is to combine many small transactions intoa larger page table level transaction.No garbage collection is needed with this method. After a transactionhas committed, it can free the \old" versions of the pages (including pagetable pages) that it has modi�ed. If a transaction needs to be aborted, allthat has to be done is to free the \new" versions in its incremental pagetable; no modi�cations need to be made to the global database.The free list of physical pages can either be extracted from the page tableon disk at startup time, or be computed and written to disk at every commitbatch.7.2 The Impact of Technological DevelopmentThe cost of main memory has dropped dramatically since the �rst half of1980's, when most performance comparisons between shadow paging andlogging were made. It is now reasonable to assume that in most applicationsthe entire page table of even a fairly large database will be available in the



53cache most of the time. Even for very large databases, those parts of thepage table which are used frequently will remain in the cache. This hasremoved the most serious performance problem with shadow paging.
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Chapter 8Fine-Granularity LockingSupporting Extended LockModes and Early Releasingof LocksIt is nontrivial to do �ne-granularity locking with shadow paging. The pri-mary problem is that if the modi�cations were made to the actual datapages, and two transactions modi�ed the same page, it would not be possi-ble to commit or abort the transactions individually (they would have to becommitted or aborted together since there would be no way to commit oneand undo the other). If, on the other hand, each transaction created its owncopy of the page, their changes would somehow have be merged at committime, requiring extra bookkeeping and overhead. The only feasible approachthus seems to be to store the changes made by each transaction separately ina per-transaction data structure, and install the changes to the data pagesonly after the transaction has requested to be committed [105, 108].The approach presented here is based on storing the changes separatelyin main memory. The changes do not refer to physical pages; instead, logi-cal record identi�ers are used, and the operation to be performed is storedinstead of actual values.Two-phase locking is used for concurrency control. The locks refer onlyto logical identi�ers, and it is possible that the object moves to a di�erentpage while the transaction is active. The locking guarantees that the parts ofthe logical database which the transaction has modi�ed will not be touched55



56 CHAPTER 8. FINE-GRANULARITY LOCKING
Allow
patching

Wait for  patching
to quiesce

Realize &
build
pagetable Flush

pagetable
Write

pointer

all locks
Release

status
ReturnPatch

changes

request
Commit

Release
shared locksChanges made to local data Waiting for commit

Start End

Commit batch:Figure 8.1: The lifetime of a transaction.by other transactions.Very large transactions are handled by escalating the locks to table level,and switching to use immediate page-level updates for that transaction andtable. This is discussed in Section 8.6.8.1 The Lifetime of a TransactionFor most of its duration a transaction is in the \active" state; all modi�ca-tions are made in this state. In the active state, the transaction may at anytime request to be aborted or to be committed. After the transaction hasrequested to be committed, it can no longer issue any other requests to thedatabase. For some time the fate of the transaction is undetermined; thenthe system either aborts the transaction or commits it. In either case theresult is then reported to higher levels of the system. (See Figure 8.1.)In the active phase a transaction must protect all of its actions usingappropriate locking. An object must be locked in shared mode before readingand in exclusive mode before updating.With shadow paging and �ne-granularity locking, it is normally not per-missible to modify the actual cache page containing the data being modi-�ed. Instead, it is necessary to store the changes separately in a suitableper-transaction data structure. Only if the transaction holds a lock coveringthe entire page, can it allocate a local copy of the original data page andmodify the page.



8.2. COMMIT PROCESSING AND COMBINING TRANSACTIONS 578.2 Commit Processing and Combining Transac-tionsWhen a transaction requests to be committed, all of its shared locks can bereleased immediately because it is known that the transaction will not doany more reads or updates.At some point before a transaction can become permanent, all changesmade by it must be patched to the global database. To avoid anomaliesit is essential that all changes patched to a page are made by transactionsthat end up in the same commit batch. The easiest way to maintain thisconstraint is to guarantee that all transactions that have started to patchtheir changes end up in the same batch as all other transactions that havestarted to patch their changes but have not yet been included in some commitbatch.This essentially means that to start a commit batch, it is necessary toprevent further transactions from starting to patch their changes, to wait un-til all transactions currently patching have �nished patching, and to includeall transactions which have patched their changes in the batch. Patchingcan continue after the changes made in the commit batch have been enteredinto the page table; however, there is no need to wait until the page tableor data pages have been 
ushed to disk. This means that transactions thatcome later can see uncommitted data; however, it is guaranteed that noneof those transactions can commit without the earlier batch committing aswell.The changes made to the database by a transaction patching its changesare not visible to active transactions since the parts of the logical databasea�ected by patching operations are exclusively locked by the transactiondoing the patching. The physical database may, however, change anywhere;for example, a patching operation can cause a B-tree reorganization, butit will not a�ect the logical database. Patching operations themselves mustuse latches.1 to maintain consistency both against other patching operationsand against active transactions. It is important to understand that locks areon logical database objects whereas latches are on pages, and the mappingcan be far from one-to-one. Since only latches are used during patching, itis possible that not all of the updates made by a transaction are patched1A latch is a low-level lock on a physical page [33] They are used to protect the physicalconsistency of updates. A latch on a page locks the page in main memory. A shared latchallows reading the page, and an exclusive latch allows updating the page. Latches areoften referred to as the FIX-USE-UNFIX protocol.



58 CHAPTER 8. FINE-GRANULARITY LOCKINGatomically. Other patching operations can thus see partial updates unlessexplicitly protected using latches. However, from the point of view of activetransactions the patching happens atomically since the a�ected portions ofthe logical database are exclusively locked.After a transaction has patched all of its changes, it must wait until itscommit batch has been completed or the transaction has been aborted. Itwill be seen in Section 8.4 that it is possible to release all locks, includingexclusive locks, before entering the wait. This means that locks do notneed to be held during the wait and the processing of the commit batch(since patching typically only involves operations in the cache, it is veryfast, whereas the commit batch must do real disk I/O, resulting in lengthywaits). Early releasing of locks is possible because of the ordering restrictionson transaction commits: it is not possible that a transaction which has readuncommitted data would commit without the transaction which modi�edthe data also committing.8.3 Aborting TransactionsAborting transactions which have not yet begun patching is trivial, be-cause those transactions have not yet made any modi�cations to the globaldatabase. It is thus su�cient to free all modi�cation data and all local pagesof the transaction.If a transaction has to be aborted after it has released its exclusive locks,cascading aborts must be considered. All transactions which have accessedany data modi�ed by the transaction must be aborted as well. This eitherrequires keeping a graph of dependencies between transactions, or abortingall transactions which had not yet requested to be committed when thetransaction released its locks.A transaction can also get aborted after it has started patching but beforeit has released its locks. In this case it would have to undo its partial patchingmodi�cations. This would require code similar to undo recovery in log-baseddatabases, and is clearly unwarranted for handling a few exceptional errorconditions. Aborting all transactions that would go to the same or a laterbatch and throwing away any patched copies of pages solves this problem.To summarize, if any transaction, for any reason, needs to be abortedafter it has begun patching its changes, all transactions in the same or alater batch must be aborted. This is a very rare event and should only becaused by exceptional error conditions such as a system crash (in which case



8.4. EARLY RELEASING OF LOCKS 59the cascading abort is implicit), a resource shortage (such as disk full), or ahardware or software failure (such as a disk crash). None of these happensunder normal operation.8.4 Early Releasing of LocksThe purpose of the early releasing of locks optimization [21, 22, 23, 57, 105]is to reduce the time that locks are held. It turns out to be possible torelease exclusive locks immediately after the changes of the transaction havebeen made globally visible. This is based on the following properties of thesystem:1. no transaction which has requested to commit after transaction A re-leased its exclusive locks can commit before transaction A, and2. no transaction which has requested to commit after transaction A re-leased its exclusive locks can commit without transaction A also com-mitting.Informal proof of the �rst property. A transaction releases its locksafter it has �nished patching. The commit thread takes into a batch thosetransactions which have started to patch before a certain point of time. SinceA has �nished patching, it certainly has started to patch, and thus will beincluded in the next batch to start. Since B cannot be included in any batchearlier than the next batch to start, it cannot possibly commit before A.Informal proof of the second property. As described in Section 8.3,if a transaction aborts after it has started patching, all active and uncom-mitted transactions in the system will be aborted. Since B is in the sameor a later batch than A, and the transactions in a batch either all commitor all abort, B is not yet committed when A aborts. Since all uncommittedtransactions are aborted if any transaction is aborted after it has startedpatching, B is also aborted if A aborts.The locking protocol is not strict since exclusive locks are released be-fore commitment. However, locks are only released after patching. Othertransactions may modify the uncommitted data before the transaction whichoriginally modi�ed the data is included in a commit batch. All of the trans-actions which modify the data while it is uncommitted end up in the samecommit batch, and are either all committed or all aborted (if a transactionuses page-level updates, it will create a copy of the page and not overwritethe uncommitted data except if it ends up in the same commit batch as the



60 CHAPTER 8. FINE-GRANULARITY LOCKINGoriginal transaction). On the other hand, after the page has been includedin a commit batch, further modi�cations to the page will create a new copyof the data, e�ectively accessing a di�erent version of the data (this is a veryrestricted form of multi-version concurrency control). Non-strictness of thelocking protocol is thus not a problem with this method.This locking protocol implies cascading aborts. Their handling was de-scribed in the previous section. Cascading aborts do not cause any problemsin this case.8.5 Relaxing DurabilityIf full persistence is not required by the application, it is possible to re-duce transaction commit times by reporting success immediately when thetransaction requests to commit. The transaction will then become perma-nent when the next commit batch completes (usually within a few tenthsof a second). All the things that could cause the transaction to be abortedduring that time are very exceptional, and can be treated as a crash. Allother properties of ACID are maintained. The decision whether to relaxpersistence can be made on a per-transaction basis.8.6 Very Large TransactionsThe �ne-granularity locking scheme described here does not work well forvery large transactions, both because of the locking overhead, and becausethe data structures needed to hold the modi�cations of the transaction growexcessively large. Instead, large transactions are handled by switching topage-level updates after a transaction has made a certain number of mod-i�cations. This is used together with lock escalation. The idea is to makeexclusive copies of the modi�ed pages, so that there is no need to store thechanges separately, and data can be 
ushed to disk from the cache.Switching to page-level updates for large transactions will usually notreduce concurrency but will instead reduce the locking overhead. Withoutswitching to page-level updates, there might not be enough main memoryto store the changes of a very large transaction, and installing the �ne-granularity changes of a large transaction at commit time would intolerablylengthen the time needed for processing the commit batch and would delayother transaction processing.



8.7. EXTENDED LOCK MODES 618.7 Extended Lock ModesExtended lock modes [33, 99] for commutative operations (such as incrementand decrement) can easily be supported with this scheme. The commutativeoperation is recorded in the �ne-granularity changes of the transaction, andthe actual update to the data is done at patching time.8.8 Read OperationsRead operations return data from the disk �ltered by changes in main mem-ory. There are four levels where data may originate: the disk-based datastructure, global pages into which changes have been patched but which havenot yet been committed to disk, local copies in the transaction's own incre-mental page table, and �ne-granularity changes maintained by the particular�ne-granularity type in main memory. The �rst three levels are handled bythe �ne-granularity locking framework described here (a particular page willcome from one of these sources); �ltering the page-level data by the changesin main memory must be done by the �ne-granularity level. Note that lock-ing guarantees that only changes made by the transaction itself need to beconsidered.8.9 Interaction with Write OptimizationsThe write optimizations cause add some complexity to the cache and pagetable levels (cf. Section 12). The basic idea is to have virtual page numbers(Section 12.2) which refer to pages in the cache for which physical pagenumbers have not yet been assigned. The pages are then realized at committime, which means that actual physical page numbers are allocated for them.The physical page numbers are then stored in the page table. (The cache isfree to allocate physical page numbers at any time and map requests to thereal physical addresses, but this is not visible to higher levels of the system.)The implementation of concurrent transactions does not need to be awarewhether the page numbers returned to it by the lower levels are virtualpages or real physical pages. In connection with �ne-granularity lockingthe term physical page number will be used to refer to either type of a pagenumber. The code to implement concurrent transactions and �ne-granularitylocking is completely identical whether or not the write optimizations areimplemented.



62 CHAPTER 8. FINE-GRANULARITY LOCKING8.10 Interaction with Media RecoveryTwo physical page numbers are stored in page table entries for the imple-mentation of media recovery (Section 14). However, if the physical pagenumbers shown to the implementation of concurrent transactions are vir-tual, the implementation of concurrent transactions does not need to knowabout media recovery. It never sees the page numbers stored in the pagetable, and it never knows how the data is stored physically.8.11 Interaction with SnapshotsDetermining when to free pages in the presence of snapshots (Section 11)causes extra work and complexity at the page table level. However, theimplementation of concurrent transactions does not need to know aboutsnapshots. A snapshot is taken by copying the page table pointer, and isnot in any way a�ected by uncommitted transactions.



Chapter 9ImplementingFine-Granularity LockingThe ideas described in the previous section have been implemented in theShadows database system prototype being built at Helsinki University ofTechnology, Finland. This section describes the structure of that implemen-tation to the degree that is needed for understanding the techniques.9.1 OverviewConcurrent transactions have been implemented using C++ classes PageTa-ble, PageReference, BaseTransaction, BaseTransactionDatabase, Trans-action, TransactionDatabase, and a number of classes each de�ning onetype of �ne-granularity locking (Figure 9.1).PageTable Implements the page table and atomic updates to the page table.It also implements write optimizations [106], snapshots [107], and pagetable caching (Section 16.1). This class is not described in detail here;however, the relevant interfaces are listed below. Levels above the pagetable never see physical page numbers which have been entered intothe page table.allocate logical page number Allocates a logical page number.free logical page number Frees a logical page number (only usedfor freeing pages previously allocated in the same transaction;other pages are freed by changing their mapping to nil).63
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Media recoveryFigure 9.1: Layers of the Shadows system around the implementation ofconcurrent transactions and �ne-granularity locking.begin update Begins a page table update.update mapping Tells the page table level the new mapping of alogical page. The page table level records the mapping in itsprivate data structures.commit update Commits the page table update. This works in twophases. In the �rst phase this realizes the new physical pages andconstructs a new page table. The new page table is then madevisible to read logical page(), and a callback mechanism is used toinform the higher level that the new pages are visible through thepage table. In phase two this 
ushes the new pages and the newpage table pages to disk and updates the page table pointer. Thisthen frees the old data and page table pages (provided that thereare no remaining references to them from snapshots; cf. Section11.2).read logical page Translates the given logical page number to a phys-ical page number, reads the page, and returns a read-only refer-ence to it.read physical page Reads a physical page and returns a read-onlyreference to it. Since physical page numbers become invalid whenthe page is entered into the page table, it is illegal to use thephysical page number during that time (however, it is legal tohave a reference to the page during that time).



9.1. OVERVIEW 65read physical page no wait Reads a physical page if it is alreadyin the cache; otherwise returns an error.read logical page no wait Reads a logical page if it is already inthe cache; otherwise returns an error.allocate physical page Allocates a new physical page. Returns thenumber of the page and an updatable reference to the page.allocate physical copy of logical page Allocates a new physicalpage, copies the contents of an existing logical page to that page,and returns the new page number and a reference to it. If there areany references to the physical page corresponding to the logicalpage, this will wait until all references have been released. Mostof the time this function can be implemented by \renaming" thepage in the cache, and no data needs to be copied.allocate physical copy of physical page Allocates a new physicalpage, copies the contents of the speci�ed physical page to it, andreturns the new page number and a reference to the new page.If there are any references to the old page, this will wait untilall references to the page have been released. Most of the timethis function can be implemented by \renaming" the page in thecache, and no data needs to be copied.read physical page for update Returns an updatable reference tothe given physical page. It is illegal to read a physical page whichhas been entered into the page table, and it is illegal to have anupdatable reference while it is being entered.free physical page Frees the speci�ed physical page. It is illegal tofree a page which has been entered into the page table.PageReference Acts as a reference to a page in the cache. The page islatched (in shared mode if the reference is read-only, and in exclusivemode if the reference is updatable). The method release() is usedto release the latch and the reference when no longer needed. ptr()returns a const pointer to the data of the page, and updatable ptr()returns a non-const pointer to the data (and raises a fatal exceptionif the reference is read-only).BaseTransaction Implements concurrent transactions and the frameworkfor building �ne-granularity locking types. Most of the rest of thissection is about this class.



66 CHAPTER 9. IMPLEMENTING FINE-GRANULARITY LOCKINGBaseTransactionDatabase A descriptor for a database (or a snapshot)complementing the BaseTransaction class. This contains the datacommon to all active transactions in a database (or snapshot).Transaction Implements concurrent transactions with �ne-granularity lock-ing. Mostly a wrapper for all supported �ne-granularity types. New�ne-granularity locking types are added to this class. Most requestsare forwarded to the appropriate �ne-granularity type; commit trans-action() and abort transaction() are forwarded to BaseTransaction(there is one BaseTransaction object in every Transaction object).TransactionDatabase A descriptor for a database (or a snapshot) comple-menting the Transaction class. This contains any per-database datawhich may be needed by �ne-granularity types.Fine-granularity types implement the various types of �ne-granularity lock-ing. For example, FGBTree implements �ne-granularity operations forB-trees. All �ne-granularity types implement the following operations:patch changes() patches the changes made by the transaction to theglobal database, and abort changes() frees all changes made by thetransaction. Additionally, each �ne-granularity type implements type-speci�c operations, such as insert() and delete() for B-trees. The imple-mentation of B-tree management in this context is described in Section10.9.2 The BaseTransaction ClassBaseTransaction (together with BaseTransactionDatabase) implementsmost of �ne-granularity locking. An overview will be presented in this sec-tion; Section 9.3 describes the data structures, Section 9.4 describes thelocking protocols used, and Section 9.5 describes the implementation of eachoperation.The BaseTransaction object o�ers the following interfaces for imple-menting �ne-granularity types.read page Reads the speci�ed logical page and returns a read-only refer-ence to it.read page for update Reads the speci�ed logical page and returns an up-datable reference to it. If this is used while the transaction is active,



9.3. DATA STRUCTURES 67locking must be used to guarantee that no other transaction can accessany data on the same page.allocate page Allocates a new logical page number and returns an updat-able reference to the page.free page Frees the speci�ed logical page.lock Performs the speci�ed locking operation. Returns when the lock hasbeen granted, a deadlock has been detected, or the timeout expires.Additionally, it has commit transaction() and abort transaction() inter-faces. It also expects the Transaction class to implement two interfaceswhich are called by BaseTransaction: patch changes callback() is expectedto call the patch changes() interface of each �ne-granularity type, and abort -changes callback() is expected to call the abort changes() interface of each�ne-granularity type.The interfaces for implementing �ne-granularity types can be used bothwhile the transaction is active and from within the patch changes callback()function. However, they are implemented di�erently in the two cases. Also,if anything else than read page() is used while the transaction is active, it isimportant to make sure that no other transaction is going to access the page(neither in active mode nor during patching). The only reason for allowingcalls to modi�cation operations while the transaction is active is to allowswitching to page-level updates for large transactions.9.3 Data StructuresA BaseTransactionDatabase object contains a list of all active transac-tions, a lock manager, a list of transactions waiting to be included in thenext commit batch, an incremental page table for patched changes to goin the next commit batch, and two read/write locks called patch lock andstability lock.A BaseTransaction object contains a pointer to the corresponding data-base object, per-transaction data for the lock manager, the state of thetransaction (active, committed, etc.), and a per-transaction incremental pagetable for storing page-level modi�cations made by the transaction.The incremental page tables contain hL; P i pairs (L is a logical pagenumber and P is the corresponding new physical page number), and areimplemented as hash tables. They support shared/exclusive-style locking of



68 CHAPTER 9. IMPLEMENTING FINE-GRANULARITY LOCKINGthe mapping for an arbitrary L (whether in the table or not; the locking maybe of a coarser granularity than a single mapping). The global incrementalpage table in BaseTransactionDatabase is called global remap, and thelocal incremental page table in BaseTransaction is called local remap.To access a logical page, a transaction �rst looks for a mapping for thepage in local remap. If not found, it looks for a mapping in global remap.If not found, it uses the page table. local remap and global remap thusact as �lters for the database state the transaction sees.9.4 Locking ProtocolsThere are several potential problems which must be avoided using locking(in this section, locking refers to semaphores1 and other low-level locks).1. Old physical page numbers become invalid when the pages are enteredinto the page table. The PageTable module will inform the commitbatch via a callback when the pages have become visible through thepage table. After the callback returns, the old physical page numbersare invalid and the pages can only be accessed through the page table.2. Patching of changes must be atomic with respect to commit batches(that is, the changes of a transaction must all be included in the samebatch).3. If two transactions simultaneously attempt to patch a page for whichthere is no entry in global remap, both might create a copy of thepage. Similarly, a page number retrieved from global remap mightbecome invalid before being used (for example, due to being freed byanother transaction).4. Latching must be implemented in such a way that a shared latch ona page means that no-one else can get an exclusive latch on the samelogical page (but a di�erent copy). This is important when using latchcoupling in the implementation of �ne-granularity types.patch lock is a lock which can be obtained in either shared or exclusivemode. A transaction locks it in shared mode before it begins patching its1In this thesis, a semaphore means any low-level lock, such as a Mutex, SpinLock,critical section, or whatever. They are distinct from transaction-level locks, no deadlockdetection is done for semaphores, and they are distinct from latches (as used in this paper)in that they do not imply a reference to a page.



9.4. LOCKING PROTOCOLS 69changes, and releases it after it has �nished patching. A commit batch locksit in exclusive mode before determining which transactions to include in thebatch. (Locking patch lock in exclusive mode e�ectively quiesces patchingactivity.)stability lock is a lock which can be obtained in shared or exclusivemode. It is used to protect the validity of old page numbers on global remap(problem 1 above). It is used in such a way that stability lock is locked inexclusive mode only when patch lock is being held in exclusive mode. Thus,either patch lock or stability lock must be held in shared mode whileusing global remap to guarantee that the page numbers do not \disappear"while they are being used.The �rst problem is thus solved by holding either patch lock or stabil-ity lock in shared mode while using page numbers on global remap. Thecommit batch will be holding both locks in exclusive mode when it clearsglobal remap and invalidates the page numbers.The second problem is solved by quiescing patching before making changesto the page table. This is done by having transactions lock patch lock inshared mode while they are patching their changes, and having the commitbatch lock it in exclusive mode when it wishes to quiesce patching.The third problem is solved by locking the mapping for the a�ected pagein global remap. The mapping is locked in shared mode for read operations,and in exclusive mode for operations which may change the mapping.The fourth problem is solved by having allocate physical copy of logical -page() and allocate physical copy of physical page() wait until all referencesto the page have been released.Locks are always acquired in the following order to avoid deadlocks:patch lock �rst, stability lock then, and global remap mapping locklast. It is permissible to not lock some of these, but none of the former maybe requested while any of the \latter" locks are being held by the thread.There is no need to lock entries in local remap, because a single trans-action can do only one action at a time.There is no need to protect against two transactions creating a local pagefor a single logical page. This should never happen, because transaction-level locking should only allow one transaction at a time to do page-levelmodi�cations on any given page. However, it is desirable to trap this con-dition, because it is an indicator of locking bugs in the implementation of�ne-granularity types.It is sometimes necessary to hold locks while reading data. It is desirableto implement these reads in such a way that the read is �rst attempted using



70 CHAPTER 9. IMPLEMENTING FINE-GRANULARITY LOCKINGread physical page no wait() (or its page table equivalent), and if unsuccess-ful, the locks are released, the page is read into memory, and the operationis restarted. This has not been described in the next section in order to keepthe pseudocode comprehensible.9.5 ImplementationThis section describes the implementation of each of the operations per-formed by BaseTransaction. The operations are described in pseudocode.Error handling and handling pages of di�erent sizes are not included be-cause they are not essential for understanding the algorithms and wouldunnecessarily complicate the pseudocode.In practice one could �rst attempt reads using the no wait versions ofthe functions, and if the page is not in the cache, release all locks, read thepage into the cache, and then retry the operation. This is not shown in thepseudocode.9.5.1 commit transactioncommit transaction() works as follows.Release all shared locks held by the transaction.Lock patch lock in shared mode.Merge local remap to global remap.Call patch changes callback() to patch changes.Release all locks held by the transaction.Add the transaction to the commit list.Wake up the commit thread if it is sleeping.Unlock patch lock.Sleep until the commit thread has either committed or abortedthe transaction.return status.It is important to notice that patch lock is already locked in sharedmode when patch changes callback() is called, and is thus held when any ofthe other functions are called while patching.The relaxing persistence optimization (Section 8.5) is not included in thepseudocode for clarity.



9.5. IMPLEMENTATION 719.5.2 The Commit ThreadThe commit thread works as follows. The code for handling failures and forterminating the commit thread is not included for clarity.loop foreverSleep until work to do.Lock patch lock in exclusive mode.Take all transactions from the commit list.begin update().for all mappings hL; P i in global remap doupdate mapping(L; P ).commit update().Mark the transactions as committed and wake them up.During the call to commit update(), the page table module will call a call-back function provided by the BaseTransaction class after the changes havebeen made visible through the page table but have not yet been written todisk. The callback function works as follows.Lock stability lock in exclusive mode.Clear all mappings in global remap.Unlock stability lock.Unlock patch lock.9.5.3 abort transactionabort transaction() works roughly as follows. The actual implementation isa bit tricky, because it must handle abortions at di�erent stages of process-ing, and must handle aborting all transactions. It must also prevent newtransactions from starting while aborting all transactions.Release all locks held by the transaction.Call abort changes callback() to free �ne-granularity changes.Free new pages in local remap.if the transaction had already started to patch its changes thenAbort all active transactions in the same or any later batch.Free new pages in global remap.



72 CHAPTER 9. IMPLEMENTING FINE-GRANULARITY LOCKING9.5.4 read pageDuring patching read page(L) works as follows. patch lock is held in sharedmode when this code is executed.Lock mapping for L in global remap in shared mode.if hL; P i for L in global remapthen R = read physical page(P ).else R = read logical page(L).Unlock mapping for L in global remap.return R.While the transaction is active read page() works as follows.if hL; P i for L in local remap thenR = read physical page(P ).return R.Lock stability lock in shared mode.Lock mapping for L in global remap in shared mode.if hL; P i for L in global remap thenR = read physical page(P ).Unlock mapping for L in global remap.Unlock stability lock.return R.R = read logical page(L).Unlock mapping for L in global remap.Unlock stability lock.return R.9.5.5 allocate pageDuring patching allocate page() works as follows. patch lock is held inshared mode when this code is executed.L = allocate logical page number().P;R = allocate physical page().Lock mapping for L in global remap in exclusive mode.Add hL; P i to global remap.Unlock mapping for L in global remap.return L;R.



9.5. IMPLEMENTATION 73When the transaction is active (and using page-level updates) allocate page()works as follows.L = allocate logical page number().P;R = allocate physical page().Add hL; P i to local remap.return L;R.9.5.6 free pageDuring patching free page(L) works as follows. patch lock is held in sharedmode when this code is executed.Lock mapping for L in global remap in exclusive mode.if hL; P i for L in global remap thenfree physical page(P ).Change mapping for L in global remap to be hL;nili.else Add hL;nili to global remap.Unlock mapping for L in global remap.When the transaction is active (and using page-level updates) free page()works as follows.if hL; P i for L in local remap thenfree physical page(P ).Change mapping for L in local remap to be hL;nili.else Add hL;nili to local remap.9.5.7 read page for updateDuring patching read page for update(L) works as follows. patch lock isheld in shared mode when this code is executed.Lock mapping for L in global remap in exclusive mode.if hL; P i for L in global remap thenR = read physical page for update(P ).Unlock mapping for L in global remap.return R.P2; R2 = allocate physical copy of logical page(L).Add hL; P2i to global remap.Unlock mapping for L in global remap.return R2.



74 CHAPTER 9. IMPLEMENTING FINE-GRANULARITY LOCKINGWhile the transaction is active (and using page-level updates) read page -for update() works as follows.if hL; P i for L in local remap thenR = read physical page for update(P ).return R.Lock stability lock in shared mode.Lock mapping for L in global remap in exclusive mode.if hL; P i for L in global remap thenP2; R2 = allocate physical copy of physical page(P ).Unlock mapping for L in global remap.Unlock stability lock.Add hL; P2i to local remap.return R2.P2; R2 = allocate physical copy of logical page(L).Unlock mapping for L in global remap.Unlock stability lock.Add mapping hL; P2i to local remap.return R2.



Chapter 10B-Tree Index ManagementB-trees are a widely used access method in databases. This section describeshow to use the �ne-granularity locking framework of Section 8 with B-trees.The solution is nicely structured, with recovery implemented by shadowpaging as described earlier, �ne-granularity updates implemented using thedata structures and algorithms described in this section, and the transaction-level locking protocol implemented as the highest level layer above the others.The overall structure of the solution is shown in Figure 10.1; each layer buildson the services provided by the layers beneath it.10.1 BackgroundB-trees were introduced in 1972 by Bayer and McCreight [9]. A more theo-retical analysis was presented in [8]. The B-tree received lots of interest, andmany papers were published in the next few years. Knuth [45, pp. 471{479]gives a good presentation of the early work, including the B�-tree (nodes atleast 23 full) and B+-tree (all data is in leaf nodes) variants (although thename B+-tree came to use later; [18] discusses some of the confusion aboutthe names).Bayer and Schkolnick [10] presented in 1977 some schemes for concurrentoperations on B-trees. Guibas and Sedgewick [34] presented the top-downapproach (see also [73]). Lehman and Yao [52] presented Blink-trees, wheremuch of the locking is avoided by the addition of an extra link in each node.Lanin and Shasha [51] presented an improved version of Blink-trees. Theidea of a separate process for rebalancing the tree was introduced by Sagiv[93], and generalized by Nurmi and Soisalon-Soininen [76, 77] (see also [41]).75
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typeFigure 10.1: Layers of the Shadows system around the implementation ofB-tree management.Eiter, Shre
 and Stumptner [24] compare the operation of di�erent B-treeconcurrency control algorithms.Mathematical analyses of the dynamics of B-trees have been presentede.g. by Zhang and Hsu [110], Baeza-Yates [6], Johnson and Shasha [39], andMatsliasch [63]. Srinivasan and Carey [97] have simulated B-tree concur-rency control algorithms and found the Blink-tree [52] to perform best.Solutions for building indexes for very large tables without preventingconcurrent updates to the table have been considered in [68, 98]. BatchingB-tree updates has been studied in [19, 50, 81, 82, 103, 104].Most work on concurrent use of B-trees has ignored transaction recoveryand isolation issues. Transactions have been assumed to consist of just asingle B-tree operation. Recent work [33, 53, 54, 58, 59, 65, 67] has alsoconsidered recovery and isolation issues in log-based databases.10.2 Operations on B-TreesOperations supported by B-trees are described below. In the terminologyused here, the B-tree contains arbitary records, part or all of the record beingthe B-tree key. The record may be a database record, or a hkey; RIDi pairfor a secondary index. All records are assumed to have a unique B-tree key.read unique(key) Returns the record having the speci�ed key, or an errorif the speci�ed record does not exist.



10.3. LOCKING PROTOCOLS FOR ORDERED LISTS 77read next(key) Returns the record with the smallest key greater than thespeci�ed value, or an error if there are no such records. One shouldnote that this operation is not considered in many papers on B-trees.However, this operation is necessary in practical databases (e.g., forthe implementation of scans).insert(record) Adds a new record to the index. Returns an error if thespeci�ed record already is in the index.delete(key) Deletes the record identi�ed by the key, or returns an error ifit does not exist.update(key, �eld, operation) Performs a commutative update on thespeci�ed �eld of the record with the speci�ed key value. Returns anerror if the record does not exist. Note that even though the sameoperation could be performed by querying the old value of the record,deleting the record, and inserting it with the new contents, this oper-ation permits locking optimizations which may be very important inhotspots.write(key, �eld, value) Writes a new value to the speci�ed �eld of therecord with the speci�ed key value. Returns an error if the recorddoes not exist. Note that even though the same operation could beperformed by querying the old value of the record, deleting the record,and inserting it with the new contents, this operation may permitoptimizations.One should note that general purpose database systems (particularly,the SQL standard [101, 38]) require that transactions can consist of an arbi-trary number of queries or updates. It must thus be possible to group thesebasic operations (including range queries) arbitrarily into atomic transac-tions. Recovery mechanisms must guarantee the atomicity and durability ofarbitrary transactions consisting of these operations.10.3 Locking Protocols for Ordered ListsThere are some general locking algorithms for ordered lists of values [33, pp.411{414]. The B-tree is a special case of an ordered list.Ordered lists have the following operations: read unique (return arecord, X, given its key), read next (return the next record, Y, after the



78 CHAPTER 10. B-TREE INDEX MANAGEMENTrecord X), read previous (return the previous record W, before the recordX), insert (insert record X between W and Y), and delete (delete recordY). Additionally, we can consider the update and write operations above.(Note that in this section only one operation will be assumed to be in progressat any time; having several of these operations in progress simultaneouslywill be considered in Section 10.8.)The primary purpose of locking is to prevent phantoms (that is, recordsthat seem to appear or disappear mysteriously, causing inconsistent results).This is equivalent to providing repeatable reads.Phantom records arise in the following cases [33, p. 411]. If transactionT performs a read unique of record X, and it is not found, T must preventothers from inserting phantom record X until T commits. If T is at recordW and does a read next to get record Y, then W and Y cannot change; inaddition, no one may insert a new record (phantom record X) between Wand Y, until T commits. A similar situation occurs with read previous. IfT inserts record X, other transaction should delete X until T commits. IfT deletes record Y (between X and Z), no other transaction should inserta phantom Y, until T commits. In addition, no other transaction shouldnotice that the original Y is missing and that Z is now immediately after X,until T commits.10.3.1 Key-Range LockingThe idea of key-range locking [33, pp. 411{412] is that the range of possiblekey values is divided to a set of �xed key ranges [R, S). A lock on the keystarting the range is used to represent the whole range. The key rangesare thought of as predicate locks covering the records in the range. Multiplegranularities of locks can be supported by using the granular locking protocolwith ranges of di�erent granularity.A read unique locks the range containing the key in shared mode (re-quests a shared lock on the starting key of the range). A read next fromW to Y locks all key ranges in the range from W to Y in shared mode. Theinsert of X and the delete of Y both lock the key range containing X or Y,respectively, in exclusive mode.10.3.2 Dynamic Key-Range LockingStatic key-range locking works, but is not adaptive with respect to skewedkey distribution. Next-key locking and previous-key locking are varieties of



10.3. LOCKING PROTOCOLS FOR ORDERED LISTS 79key-range locking that have a unique range between any two consecutiverecords in the �le. In previous-key locking, the transaction requests a lockon the key value of X to lock the key range [X,Y). In next-key locking therange is (X,Y], and Y represents the range.Dynamic key ranges appear and disappear as keys are inserted anddeleted. This makes the locking protocol more complicated than static key-range locking [33, pp. 412{413]. The operation of previous-key locking isshown below; next-key locking works analogously.read unique If the read unique operation �nds the record X, it gets ashared lock for T on the key. That lock prevents anyone else fromupdating or deleting the record until T commits. Actually, since theshared lock on X is a key-range lock on [X,Y), it also prevents insertsin that key range.If the record is not found, the read operation must prevent a phantominsertion of X by another transaction prior to T's commit. To do this,the read locks the current key range that would hold X. This key rangeis named by the key immediately before the phantom X. Suppose thevalue X falls between keys with values W and Y. Then the range is[W,Y), represented by W. A shared lock is requested on W to preventothers from inserting a phantom X.read next Consider the case that transaction T is currently reading therecord X and requests the next record Y in the ordered list. T alreadyhold a lock on X, and thereby holds a lock on the range [X,Y). All Tneeds, then, is to request a shared lock on key Y. Read previous canbe implemented correspondingly.insert Inserting a new record in a key range splits the range in two. Insert-ing X into [W,Y) creates two key ranges [W,X) and [X,Y). First, theold key range [W,Y) must be locked in exclusive mode to ensure thatit is not locked by another transaction. Then, the key range [X,Y)should be locked in exclusive mode. There is a subtle reason for thissecond lock: if another transaction reads the [X,Y) range, the accessmechanism will see X in the list and attempt to get a key-range lockon [X,Y) rather than on [W,Y). T's lock on [X,Y) causes this secondtransaction to wait for T to commit. The record is inserted when bothlocks have been obtained.



80 CHAPTER 10. B-TREE INDEX MANAGEMENTdelete The protocol for deleting a record is analogous to that for insertinga record. Delete merges two key ranges. To delete key Y from thesequence X,Y,Z, �rst lock Y (key range [Y,Z)) in exclusive mode, thenlock key X (which is old key range [X,Y), soon to be key range [X,Z))in exclusive mode. When these two locks are granted, perform thedelete.There is one troublesome point [33, p. 413]: if a key-range lock has towait to be granted, then when it is granted, the key range may have dis-appeared. Consider, for example, the insert operation. Suppose that afterthe insert, a second transaction tries to read the record previous to Y. Inthat case it will wait for the [X,Y) key-range lock, which is currently held bythe insert transaction. If the insert transaction aborts, the insertion will beundone, and the key-range will return to [W,Y). To deal with this, any trans-action that waits for a key-range lock should revalidate the key range whenthe lock is granted. If the key range has changed, the transaction shouldrelease the lock and request a lock for the new key range. (Alternatively, itcan simply restart the operation and it is likely succeed this time; however,this approach may require additional precautions to prevent starvation inhotspots.)10.3.3 Separate Lock Modes for the RangeThe next-key and previous-key protocols always lock the associated range,even if only the speci�c key value should be locked. This somewhat reducesthe available concurrency.Concurrency can be improved by having two separate lock modes foreach key: one for the key itself, and one for the range that the key implies[59]. This can be implemented without modi�cations to the lock manager,e.g., by adding an indicator to the lock name specifying whether it is a lockfor the key itself or for the corresponding range.10.4 Secondary IndexesMost of this section only considers unique indexes. However, similar algo-rithms can be used for secondary indexes as well. A secondary index containsrecords in the format hkey; RIDi1, where the key need not be unique. The1RID is Record Identi�er, a unique iden�er for the record in the database. The recordidenti�er may contain a page number and in indenti�er inside page, the value of the



10.5. DATA-ONLY LOCKING 81update and write operations are not possible for secondary indexes.A secondary index can be implemented most easily by concatenatingthe key and the record identi�er to form the B-tree key. All queries aretransformed into range queries.All of the algorithms in this section can be used unchanged for secondaryindexes when they are implemented this way. A B-tree with pre�x omission[17] should probably be chosen as the underlying B-tree.10.5 Data-Only LockingWhen records are not stored directly in the index, and especially if thereare many secondary indexes, it is bene�cial to lock the actual data recordsinstead of locking the key values [67]. This eliminates the need use DAGlocking when records are accessed using several paths.Data-only locking can be used with either next-key or previous-key lock-ing. It can be seen as an optimization of the protocols, and can be imple-mented with a small modi�cation to the locking functions. It cannot be useddirectly when there are separate lock modes for the ranges (when there areseveral secondary indexes, there are several ranges corresponding to eachkey; however, one could imagine using data-only locking for locks on keys,and ordinary locking for ranges).10.6 Cursor Stability LockingCursor stability locking means that the record currently under cursor islocked for the transaction; however, shared locks are released as soon as thecursor moves away from the record. Exclusive locks are held until transactioncommit.Cursor stability can be supported trivially by releasing the shared lock onthe key previously under the cursor when the cursor moves. For simplicity,cursor stability locking is not shown in the pseudocode.primary key of the record, or some other data that is needed to identify the record in thedatabase.



82 CHAPTER 10. B-TREE INDEX MANAGEMENT10.7 Lock EscalationIt is desirable to switch to a coarse granularity of locking after a transactionhas done very many reads or modi�cations, both to reduce locking overheadand to avoid excessively long commit times as the modi�cations are mergedto the index on disk.Without predicate locking, B-trees do not easily support other lockinggranularities than record level locks, �xed key ranges, and index-level locks.If a transaction has done excessively many read operations, it will obtaina shared coarse-granularity lock. Updates by the transaction will still bedone using �ne-granularity locking.Lock escalation for updates is slightly more complicated, since this in-volves both escalating the locks and starting to use page-level updates forall or part of the index (cf. Section 8.6).When a transaction has done a certain number of modi�cations, its locksare escalated to a coarser granularity. However, the �ne-granularity lockingframework of Section 8 requires that only a single transaction may performpage-level modi�cations on a page. Thus, it must be possible to determinewhich pages of the index are protected by the coarse-granularity lock, evenafter arbirarily many B-tree reorganizations. This is trivial for the lock onthe whole index (all pages of the index are covered by the lock), but di�cultfor intermediate level locks (e.g., on �xed key ranges). One solution is tohave a separate B-tree for each key range.Once a coarse-granularity lock has been obtained, all changes to thephysical pages covered by that lock can be patched to the B-tree on disk.All further updates to the key range covered by the lock are made directlyto the B-tree.Transactions should record the modes in which they hold coarse-granu-larity locks and only call the lock manager if they do not already have thelock.10.8 Operations Required by the Implementationof Locking ProcotolsThe implementation of locking protocols requires the following operationsfrom the B-tree management component: read unique, read next, readprevious, insert, delete, update, and write. These operations do notperform any transaction-level locking. Their e�ects become immediately



10.9. IMPLEMENTATION OF FINE-GRANULARITY UPDATES 83visible to other transactions. Several of these operations can be active con-currently, and they are performed atomically. Latches are used for synchro-nization.However, there is a problem that needs to be considered. The imple-mentation of the locking protocol uses the read next (or read previous)in several places to determine the key to be locked. Also, the read uniqueoperation behaves di�erently depending on whether the key was found. It ispossible that another transaction performs an insert or delete that changesthe situation for the other operation before it has obtained transaction-levellocks.The abovementioned locking protocols may, in the worst case, have toperform a read unique followed by a read next (or read previous), as asingle atomic operation. In the B+-tree, this means having at most two nodeslatched. This can be implemented fairly easily, but the B-tree interface mustsupport this. Similar synchronization is needed for the main-memory datastructures. A separate release interval call is used to release the intervalwhen it has been protected by transaction-level locks.One has to be careful to avoid potential latch deadlocks. There is noproblem if one uses next-key locking and only supports the read next op-eration, or uses previous-key locking and only supports read previous.Supporting both directions may require requesting the second latch in condi-tional mode, and releasing everything and retrying if the latch is not granted.See Section 10.12.10.9 Implementation of Fine-Granularity UpdatesAs was discussed in Section 8, �ne-granularity locking with shadow pagingrequires storing the updates in main memory until the transaction has com-mitted. The view shown to the locking protocol, on the other hand, containsboth the permanent database and any uncommitted changes.Uncommitted changes are kept in a main memory data structure. Thereis one such data structure for each B-tree; the same data structure is sharedby all transactions. (However, when snapshots are introduced in Section 11,each snapshots has its own data structures.)The data structure must have the following properties:� E�cient access by key value.� E�cient listing of all entries owned by a transaction.
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Figure 10.2: Data structure for storing �ne-granularity changes for B-trees.� E�cient insertion of new entries.� E�cient deletion of all entries owned by a transaction.� E�cient access to the next/previous key in key value order.� Several transactions may have an entry for the same key value.� The data structure is accessed concurrently.The basic data structure used to store the changes is shown in Figure10.2. Boxes on the left are per-transaction B-tree handles, boxes on the topare key values, and boxes in the middle are individual updates. The updatesare stored in a chain attached to the key value.There are three kinds of lists connecting the objects (shown as thick linesin Figure 10.2). One list connects all key value nodes in key value order. Itis used to �nd the key value node by key value and to �nd the next/previouskey node. A skip list [85, 86, 87] provides e�cient implementations forsearches, deletions, insertions, and for �nding the next key, and it is e�cientand easy to implement. Another alternative would be a balanced tree, butthey may be more complicated and potentially less e�cient.Another list connects all updates made by a transaction. It is necessaryto be able to traverse through the list. It need not be ordered. The wholelist is released at once. A simple linked list is su�cient.There is a list for each key value containing the updates made to therecord identi�ed by that key value. New entries are appended to the list,



10.9. CONCURRENT ACCESS TO MAIN-MEMORY ... 85and it is released all at once. A simple linked list (with a tail pointer) is�ne. This list will be very short most of the time, typically a single entry.However, there may be several entries if the transaction modi�es the samerecord several times, or if there are several commutative updates to the samerecord by di�erent transactions.There is a global object (per snapshot) describing each B-tree in thesystem. That object contains the key list.Each transaction has a per-transaction handle object for each B-tree thatit accesses. These objects correspond to the boxes on the left in Figure 10.2.Each B-tree update object (the boxes in the middle in Figure 10.2) con-tains the following information.key Back-pointer to the key object containing this update.type Type of the operation: INSERT, DELETE, UPDATE (commutativelyupdating the value of a �eld), or WRITE (overwriting the value of a�eld).data Data needed for performing the operation. For INSERT this is thenew record; for UPDATE this identi�es the �eld and the operation tobe performed; for WRITE this identi�es the �eld and gives the newcontents of the �eld. No data is needed for DELETE.10.10 Concurrent Access to Main-Memory DataStructuresThe list of key values is accessed concurrently by many transactions, andthere are concurrent insertions, deletions and queries (including queries forthe next key). Algorithms for concurrent use of skip lists have been presentedin [85]; concurrent algorithms for tree structures can be found in [26, 25, 47,62, 76].The list of updates made by a transaction is not updated concurrently.No locking is needed for it.The list of updates for a key value might be accessed by several transac-tions; however, the concurrency requirements are not high. The best way toprotect the list may be to share semaphores with the list of key values (onehas to be careful to avoid race conditions in deletions and insertions). Theexact implementation depends on the data structures and synchronizationprotocols used.



86 CHAPTER 10. B-TREE INDEX MANAGEMENT10.11 Underlying B-TreeIt is important to notice that the implementation of recovery and transaction-level �ne-granularity locking does not constrain the implementation of theunderlying B-tree. Almost any variant of B-trees can be used, with latchesused for what is conventionally called locking in the context of B-trees. Thisseparation signi�cantly simpli�es the implementation and permits one tochoose the most appropriate B-tree variant. The current implementationuses Blink-trees, but this is by no means the only possibility.The following operations must be implemented by the underlying B-tree:read unique reads a record with a speci�c key value, read next returnsthe record with the next higher key value, read previous returns recordwith the next smaller key value, insert inserts a new record, delete deletesa record, update commutatively updates the contents of a �eld, and writewrites a new value to a �eld.All read operations leave the relevant leaf node latched until releaseinterval is called. It is permissible to follow a read unique by one call toeither read next or read previous, always the same direction for the sameB-tree (cf. Section 10.12). This permits the read unique and the followingread next or read previous to be performed as a single atomic operation.The underlying B-tree is implemented using the services provided by theBaseTransaction class (Section 9.2). This means that page-level updates areused in the underlying B-tree implementation, and its functions can only becalled while patching �ne-granularity changes to the global database, or ifthe transaction is using page-level updates.One should note that no special handling is needed for B-tree structuremodi�cation operations (node splits or merges). Structure modi�cationsare only done during patching, or when a transaction is doing page-levelupdates. The �ne-granularity locking framework will guarantee that thestructure modi�cation operation is done atomically. Since locks and changesin main memory only use logical identi�ers (no references to speci�c pages),and there is no log with references to speci�c pages, no-one cares aboutwhich page each record resides on. Normal latching is used to guarantee theconsistency of individual B-tree operations.



10.12. SUPPORTING BOTH READ NEXT AND READ PREVIOUS 8710.12 Supporting Both Read Next and Read Pre-viousNo deadlock detection is used for latches, and deadlock prevention musttherefore be used. This is most easily done by acquiring latches always inthe same order.If only the read next operation is supported and next-key locking isused, all accesses are in the same direction. The situation is similar if onlyread previous is supported and previous-key locking is used.To support both read next and read previous, either operation willneed to acquire latches in the \wrong" direction. To prevent deadlock, onecan request the latch in \don't wait" mode, and back o� if the latch cannotbe taken. There are several possible recovery actions:� Release all latches, and restart the entire operation. This is simple,but may lead to starvation in hotspots.� Release some or all latches, and reacquire them in the proper order.After the latches have been acquired, validate that they are still thecorrect latches (the B-tree leaf might have been split in the meanwhile).If they are no longer valid, restart the operation.For many systems it is su�cient to support only one of read next andread previous, and choose the locking protocol accordingly. This is theapproach taken in [65].10.13 Pseudocode for the Locking ProtocolsPseudocode is given below for the implementation of the next-key lockingprotocol.For simplicity, lock escalation is not shown in the pseudocode (cf. Section10.7). Also, releasing latches when a lock request blocks is not shown. Readprevious is not shown.10.13.1 Read UniqueRead unique(X):status,record = read � Xif (status == found and record == X)



88 CHAPTER 10. B-TREE INDEX MANAGEMENTlock shared Xrelease intervalRETURN recordif (status == found)lock shared recordelselock shared "end of index"release intervalreturn \not found"10.13.2 Read NextRead next(X):status,record = read > Xif (status == found)lock shared recordrelease intervalreturn recordlock shared "end of index"release intervalreturn \not found"10.13.3 InsertInsert(X):status,Y = read > Xif (status == found)lock exclusive Yelselock exclusive "end of index"lock exclusive Xrelease intervalinsert X // may fail10.13.4 DeleteDelete(Y):



10.13. PSEUDOCODE FOR THE FINE-GRANULARITY ... 89lock exclusive Ystatus,Z = read > Yif (status == found)lock exclusive Zelselock exclusive "end of index"release intervaldelete Y // may fail10.13.5 UpdateUpdate(X, �eld, operation):status,record = read � Xif (status == found and record == X)lock exclusive Xrelease intervalreturn update X, �eld, operationif (status == found)lock shared recordelselock shared "end of index"release intervalreturn \not found"10.14 Pseudocode for the Fine-Granularity Up-date LevelThis section shows the implementation of the operations used by the lockingprotocols. These in turn use operations provided by the main-memory datastructures and the disk-based B-tree.10.14.1 Read CCNote: CC is either > or �.Read CC:status1,record1 = read CC from btreestatus2,data = read CC from main memory



90 CHAPTER 10. B-TREE INDEX MANAGEMENTselect smaller, or combine if equalrelease largernote which is lockedreturn smaller10.14.2 Release IntervalRelease interval:release noted latches10.14.3 InsertInsert(X):status,Y = read � X from btreeif (status == found and Y == X)release btreereturn "already exists"status = insert X in main memory // may fail if existsrelease btreereturn status10.14.4 DeleteDelete(X):status,Y = read � X from btreeif (status == not found or Y != X)// not found in B-treestatus,Y = read � X from main memoryif (status == not found or Y != X)release main memoryrelease btreereturn "not found"release main memorydelete X in main memoryrelease btree



10.15. POTENTIAL OPTIMIZATIONS 9110.14.5 UpdateUpdate(X):status,Y = read � X from btreeif (status == not found or Y != X)// not found in btreestatus,Y = read � X from main memoryif (status == not found or Y != X)release main memoryrelease btreereturn "not found"release main memoryupdate in main memoryrelease btree10.15 Potential OptimizationsAll of the existing locking protocols for B-trees make the following assump-tions about the underlying system:� The e�ects of insertions, deletions, and updates become visible imme-diately.� It is not possible for a transaction to see a key which has been deletedbut whose deletion has not yet been committed.� Other transactions see keys which have been inserted but not yet com-mitted.� Updates become visible to other transactions immediately, even whileuncommitted.In most log-based systems without multi-version concurrency control,it is not feasible to have a radically di�erent set of assumptions. Theseassumptions are easily satis�ed with shadow paging as well (as was donein this chapter). However, it is also possible to make a di�erent set ofassumptions:� The e�ects of insertions, deletions, and updates are kept on a sepa-rate data structure until the transaction commits. The system can



92 CHAPTER 10. SNAPSHOTSchoose, individually for each update or transaction, whether it wantsthe transaction to see the current uncommitted state or the last com-mitted state, or something in between.� A transaction can see any deleted (but uncommitted) keys if it sodesires.� Transactions can choose not to see uncommitted insertions.� Transactions can choose to see or not see uncommitted updates.The �rst set of assumptions means that the order of the two transactionsbecomes �xed when their locks �rst con
ict. The second transaction willhave to wait until the �rst transaction has completed.However, with the second set of assumptions, when the �rst con
ict isdetected, it is possible to read either the old or the new value of the record.This permits the scheduler to decide a serialization order for the transactions.Whenever these transactions con
ict, the value to read is chosen accordingto the selected serialization order. Blocking is necessary only in the casethat a new con
ict would create a circle in the serialization graph.Another possibility for optimization is storing the locks themselves in theB-tree data structures. This would avoid calling the lock manager (whichkeeps data structures that essentially parallel those of the B-tree module,except that the B-tree module does not ordinarily need to keep entries forkeys that have only been read), and would save some memory space. It wouldalso permit separate modes for the range locks fairly easily and e�ciently.Both of these optimizations are beyond the scope of this thesis.



Chapter 11Snapshots, Read-OnlyTransactions, andOn-The-Fly Multi-LevelIncremental Dumping11.1 IntroductionA snapshot is a transaction-consistent1 copy of the database [1]. Shadowpaging allows taking transaction-consistent snapshots of the entire databaseby saving the address of the page table and preventing freeing of pagesreferenced from the snapshot [105, 107].There is not much previous work on snapshots with shadow paging. InSystem R [32] shadows were used for checkpointing, but their approach doesnot allow more general snapshots. Other work on snapshots [1, 40, 56] in-volves actually copying the data or using the log to access old versions;in those approaches the creation, deletion, refreshing, or accessing of snap-shots is very expensive. Object-level versions are commonly used in object-oriented databases, and a snapshot-like interpretation for them has beendiscussed in [14]. The approach presented here is, to the author's best knowl-edge, completely new.The problems in supporting snapshots e�ciently include1Transaction-consistent means that all transactions are either fully re
ected in thecopy, or not at all. No e�ects of uncommitted or aborted transactions will be visible in atransaction-consistent copy. 93
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CurrentSnapshot7Snapshot6Snapshot5Snapshot4 state

TimeFigure 11.1: Snapshots represent consistent database states as of some timein the past.1. determining when a page can be freed (i.e., when is the last referenceto the page removed),2. determining which locations to check for modi�ed pages when droppinga snapshot without scanning the entire page table,3. how to support modi�cation of snapshots, and4. how to make snapshots permanent.11.2 Freeing Physical PagesThe primary problem with snapshots is determining when a page can befreed. It turns out that the properties of shadow paging allow a very e�-cient implementation. From within a single snapshot a physical page can bereferenced only once (multiple references to the same physical page from sev-eral logical pages are not allowed). It is also not possible to move a physicalpage from one logical location in the database to another logical location.This means that if a page, which is referenced from one snapshot, is alsoreferenced from some other snapshot, that reference must be from the samelogical location. For data pages this means the same logical page; for pagetable pages this means the page table pages mapping the same logical pages.All active snapshots in the system form a chain in chronological order(Figure 11.1). The immediate predecessor of a snapshot in this chain will becalled the parent of the snapshot, and the immediate successor will be calleda child of the snapshot. Only the current database state can be modi�ed.If a snapshot has a reference to a page, the page must either also occur inthe parent snapshot, or it must have been created during the time intervalbetween taking the parent snapshot and the current snapshot. Thus, todetermine whether a page can be freed, it is only necessary to check whetherthe timestamp of the page was newer than the timestamp of the previoussnapshot.This algorithm is used to free the old versions of data and page tablepages after a commit batch has committed successfully. The modi�ed pages



11.3. DROPPING SNAPSHOTS 95of an aborted transaction can always be freed without any checking, becausethey have not been made visible to other transactions.11.3 Dropping SnapshotsSnapshots should be dropped as soon as there are no references to themin order to release their disk space. It is possible to scan all pages in thesnapshot and use the timestamps to determine whether each page can befreed, but in practice this would be too costly. More e�cient methods arepossible.11.3.1 Change SetsA page can di�er in a snapshot and its parent (note that the current databasestate is also seen as a snapshot in this context) only if it has been modi�edduring the interval between taking the snapshots. It is possible to recordin the chronological chain of snapshots the set of logical pages that havechanged between two consecutive snapshots. The change sets can be usedto e�ciently determine which pages need to be freed. The method directlygives the set of pages that need to be freed as the intersection of the left andthe right change sets of the snapshot being dropped.There are three things to consider here: modifying the current database,taking a new snapshot, and dropping a snapshot. The snapshots are assumedto form a chain in chronological order (Figure 11.1). Associated with eachlink is a set of logical page numbers that had been modi�ed (created, deleted,or updated) between taking the two snapshots. For simplicity of description,an imaginary snapshot is assumed at in�nity in the past and at in�nity inthe future. The sets associated with the imaginary links from the in�nitepast and the in�nite future contain all possible logical page numbers.Whenever any modi�cation is made to the current database, the numberof the logical page number which was modi�ed is added to the left changeset of the current database state.A new snapshot can be added in the chain immediately on the left side ofthe current database state. E�ectively the link between the previous newestsnapshot and the current state becomes the link between the previous newestsnapshot and the new snapshot, and it retains its change set. A new link iscreated between the new snapshot and the current state; the change set ofthis link is initially empty.



96 CHAPTER 11. SNAPSHOTSPages may need to be freed when dropping snapshots. A page was inher-ited from the parent snapshot if it was not changed between the snapshots(it is not in the change set associated with the link). Correspondingly, it hasbeen inherited to the child if it has not been changed between the snapshotand the child. The page has no other references if it is inherited neither fromthe parent nor to the child. Thus, the pages that can be freed are those inthe intersection of the left and the right change sets of the snapshot, andany page table pages used for mapping those pages.There are some implementation problems in using this approach directly.One issue is maintaining the change set. If it is in main memory, it can growrather big. If the snapshots are permanent (Section 11.5), the change setsmust also be permanent and thus saved to disk at every commit batch (whichis slow if the change set is big; however, some kind of an incremental ap-proach might be workable). There are also update problems: modi�cationsto the change set must be written to disk before the page table address iswritten; however, those changes should become visible only after the pagetable address has been written. Additionally, the change set can become verylarge in some applications, and it must be processed e�ciently. For example,two change sets need to be merged when dropping snapshots. Putting allthe complications together, it may be rather di�cult to use change sets inan actual system.11.3.2 Timestamps in Page Table EntriesA suprisingly simple implementation of the change sets is to store the time-stamp of the last modi�cation in every page table entry. The timestampis the sequence number of the last commit batch which has modi�ed theentry. Higher-level page table pages also contain a timestamp in each entry,indicating the maximum value of any timestamp in the subtree pointed toby that entry.The sequence number of the last transaction included in each snapshotis stored with the snapshot. It is possible to reconstruct the change sets bytraversing the page table (but this is not necessary in practice): the changeset includes those logical pages that have changed after the timestamp of theprevious snapshot. The timestamp of the imaginary \in�nite past" snapshotis negative in�nity, and the timestamp of the \in�nite future" snapshot ispositive in�nity.A changed page can be freed if its old timestamp was newer than thetimestamp of the previous snapshot. There are no problems with page ta-



11.4. MODIFYING SNAPSHOTS 97ble pages: they also have timestamps (either in the higher-level page tableentries pointing to them or in the page table pointer), and it can thus bedirectly determined whether the page table page is newer than the newestsnapshot.Taking a new snapshot is trivial; the current timestamp is just recordedin the new snapshot and the new snapshot is added to the chronologicalchain.Dropping a snapshot is a little more complicated. All those pages shouldbe freed that are newer than the timestamp of the previous snapshot, andolder than the corresponding page in the following snapshot. These pagescan be found by traversing the page tables of the dropped and the follow-ing snapshot in parallel and comparing the timestamps; however, since thetimestamps in higher-level page table pages contain the maximum of anytimestamp in the corresponding subtree, only those subtrees need to be tra-versed which contain changed pages. If the database is large and there arerelatively few changes (or the changes are localized in some parts of thedatabase), only a small fraction of the entire page table needs to be tra-versed. The pseudocode for this operation is shown in Figure 11.2.11.4 Modifying SnapshotsIt is possible to modify a snapshot. The snapshot behaves like a copy-on-write2 copy of the database. From the user's point of view, each snapshotis an independent copy of the database. It is possible to make modi�cationsto the copy, and these modi�cations will not a�ect other copies. No syn-chronization of transactions is required between two copies, and the copiesdiverge as more modi�cations are made.Such modi�able snapshots are called versions of the database. They aredi�erent from ordinary object-level versions in that they are global, andobject-level versioning may be used together with database versions if de-sired. A similar concept has been used in [14] for version identi�cation inthe context of object-oriented databases; however, their implementation isentirely di�erent.The versions and snapshots of a database form a tree (Figure 11.3) asopposed to the linear chain of snapshots (Figure 11.1). Only snapshots with2Copy-on-write means that a page is not copied immediately. Instead, the same pageis shared by all versions, and a private copy is made when the page is �rst modi�ed.



98 CHAPTER 11. SNAPSHOTSdrop unreferenced pages(pt left, pt drop, pt right):drop traverse(pt drop.root, pt drop.timestamp,pt right, pt left.timestamp, 0,pt drop.depth)drop traverse(subtree, subtree timestamp, pt right,left timestamp, L, level):if subtree = nilthen returnif subtree timestamp � left timestampthen returnif subtree timestamp � timestamp on level(pt right, L, level)then returnif level > 0 thenR = reference to page subtreefor i = 0 : : :N� 1 doE = R.entries[i]LL = L + i Nlevel�1drop traverse(E.physical, E.timestamp, pt right,LL, level - 1)Release R.Free the physical page subtree.Figure 11.2: Pseudocode for dropping a snapshot using timestamps to de-termine which pages to free. timestamp on level() returns the timestampof the page table entry corresponding to the speci�ed page on the speci�edlevel of the page table (if the requested level is higher than the depth of thepage table, it returns the timestamp of the page table pointer). Its imple-mentation would be incremental in practice, exploiting information from theprevious call.
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Figure 11.3: Versions of a database form a tree. Implicit snapshots areretained of all forking points.no children can be modi�ed; if a snapshot with children is to be modi�ed, anew snapshot can be taken from it and that snapshot modi�ed.The tree can be seen as a collection of chains of snapshots, where the olderends of the chains have nodes in common. All the algorithms in Sections11.2 and 11.3 can be used.It is not permissible to drop a snapshot which has more than one child(a forking point in the tree). If dropping such snapshots were allowed, theassumption that other references must be either from immediate parent orimmediate child would no longer hold, and the algorithms described in thispaper would not work. A forking point can be dropped when it no longerhas more than one child and has no other references.11.4.1 The Logical Free ListThe free list of logical page numbers is independent in each snapshot, andcan be very large. Also, the list must be copied when taking a snapshot, andfreed when releasing a snapshot. However, in most cases the snapshot willnot be modi�ed or only a small fraction of it will be modi�ed. If garbagecollection is available, the problem is trivial (just copy the pointer and nevermodify the nodes). However, most database systems use explicit memorymanagement, and di�erent mechanisms must be used to avoid the linearcopy and free times for a normal list.One possible solution is to use reference counting. Four operations aredone on the logical free list: get (returns a number from the list), put (adds
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Figure 11.4: The logical free list data structure and its reference counts inthe presence of multiple snapshots.a number to the list), copy (returns a copy of the list), and free (freesthe entire list). All these operations can be implemented with O(1) timecomplexity, except for free which has a linear worst case.Each node has a reference count which indicates how many direct pointersthere are to the node. A pointer may be either from another node or froma snapshot. The data structure is partially shared between copies (Figure11.4). A node can be freed when its reference count becomes zero.Get decrements the reference count of the current node and moves thecurrent node pointer to point to the next node. If the reference count of theold current node reaches zero, it is freed; otherwise the reference count of thenew current node is increased (note that it is not increased if the previousnode was freed). The page number from the old current node is returned.Put creates a new node containing the given page number. The nextpointer of the node will be set to point to the old current node, and the newnode will be made the current node. The reference count of the new node isinitialized to one.Copy increments the reference count of the current node. The returnednew list is actually the same as the old list (but they have independentcurrent pointers).Free decrements the reference count of the current node. If the refer-



11.5. PERMANENT SNAPSHOTS AND VERSIONS 101ence count reaches zero, the node is freed and the next node is made thecurrent node. This is continued until the reference count is not zero afterdecrementing, or the end of the list is reached.11.4.2 Other Main Memory Data StructuresThere may also be other main memory data structures associated with asnapshot. They may require special handling to allow modi�cation of snap-shots. Small data structures can simply be copied; larger data structuresmust be handled similarly to the logical free list. A notable exception isdata structures used to implement �ne-granularity types. They are alwaysinitialized to be empty when creating a snapshot, since they only containuncommitted changes which are not included in a snapshot.11.5 Permanent Snapshots and VersionsThere are two basic approaches to make several snapshots or versions per-manent in the database. In the �rst approach each snapshot or version is anindependent database, and a single transaction can modify only one versionwithout resorting to distributed transaction processing algorithms. Eachversion has its own page table pointer and transactions can be committedindependently to each version. A master pointer is used to contain the ad-dresses of the page table pointers; both the master pointer and the page tablepointers are in stable storage. This �le structure is illustrated in Figure 11.5.If there are very many permanent snapshots, the master pointer may haveextension pages which are stored in normal shadowed storage. Creation anddeletion of versions are atomic operations which are asynchronous with re-spect to transaction processing. The rest of this section primarily considersthis approach.In the second approach the versions are more like objects in a database,and it is possible to access multiple versions in a single transaction (thiscorresponds to the de�nition of the database version concept in [14]). Thereis only one atomically updatable page table pointer, but it may containseveral page table addresses. Creation and deletion of versions are normaloperations that are done inside transactions. (It is also possible to use acombination of these two approaches: there can be a master pointer whichpoints to a number of page table pointers, each of which contains one ormore page table addresses.)
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PointerFigure 11.5: File structure with a master pointer and multiple versions.All snapshots are initially temporary. They become permanent when apermanent reference is created, usually by giving the snapshot a name. Usingthe �rst approach, all of its pages must be forced to disk (if the snapshot hasbeen modi�ed after it was taken, some of the modi�cations may not be ondisk since no 
ushing is needed when executing transactions to a temporarysnapshot), and a page table pointer is allocated for the snapshot. When allpages and the page table pointer have been 
ushed to disk, the address ofthe page table pointer is atomically inserted to the master pointer. Withthe second approach, a reference is created when the address of the pagetable is stored to the page table as part of commit processing, and there isno separate page table pointer.It is important to guarantee that the hierarchical relationships of per-manent snapshots is retained over crashes. In particular, if two permanentsnapshots have a common ancestor, that ancestor must implicitly be perma-nent.It is possible that a snapshot is on the path between two snapshots whichmust be permanent, there is an application reference to the snapshot, butthe snapshot itself need not be permanent. Such snapshots should no longerexist after recovery. This can be implemented either by checking for suchsnapshots at recovery time or by storing only the truly permanent hierarchy



11.6. APPLICATIONS 103on disk. The former alternative requires a little extra recovery code; thelatter alternative requires maintaining two overlapping snapshot hierarchies(the temporary hierharchy in main memory and the permanent hierarchy ondisk). Both alternatives are feasible.To make a permanent snapshot temporary, the pointer to the page tablepointer must be removed from the master pointer (or the page table pointer ifusing the second approach). After that, the snapshot is no longer permanent.In many cases the snapshot is freed immediately after making it temporary(only temporary snapshots can be freed). The system must ensure thatsnapshots which are required to maintain the permanent snapshot hierarchy(forking points) are not made temporary, but this need not be visible toapplication programs.11.6 Applications11.6.1 Read-Only TransactionsAny read-only transaction can be implemented by taking a snapshot of theentire database, reading from the snapshot, and releasing the snapshot atthe end of the transaction. No locking or any interaction with other execut-ing transactions is needed, yet the read-only transaction sees a consistentdatabase state. The read-only transaction is e�ectively serialized to themoment when the snapshot was taken. (This is one way of implementingmulti-version concurrency control [11, 12]; read-only transactions in thatcontext have been discussed e.g. in [2].)This solves the problems of large or long-duration read-only transac-tions that are di�cult to solve in conventional log-based databases. Sincethe transaction reads from a snapshot, no synchronization is needed withother transactions and thus there will be no con
icts with update transac-tions. Transient versioning [71] can used for the same purpose in log-baseddatabases.11.6.2 On-The-Fly Multi-Level Incremental DumpingOne use of snapshots is to implement dumping of the database while transac-tion processing is active. The backup process can be seen as a large read-onlytransaction, and can be implemented by taking a snapshot at the start ofthe dump, reading the logical database using the snapshot, and dropping



104 CHAPTER 11. SNAPSHOTSthe snapshot at the end of the dump. Only the logical database is dumped;unused free pages or page table pages are not dumped.Incremental dumping (that is, dumping of the changes made after theprevious dump) can be implemented using timestamps in page table entries(cf. Section 11.3.2). The timestamp of the snapshot is recorded whenevera dump is taken. When taking an incremental dump, the timestamps ofall page table entries are compared against the timestamp of the previousdump, and only pages modi�ed after the previous dump are dumped. Pageswhich have a null page number in their page table entry have been deleted;those pages are naturally not dumped but instead the fact that the page hasbeen freed since the previous dump is recorded.Multi-level incremental dumping allows several levels of dumps, e.g., amonthly, weekly, and a daily dump. The idea is to dump the changes madesince the last higher-level dump. This can be implemented by recording thetimestamp of the last dump of each level, and dumping only pages that havebeen modi�ed after the desired timestamp.Since the dump only reads the page table (which is usually in mainmemory) and the pages which are actually dumped, incremental dumpingis very e�cient. It is also possible to read directly from the disk whiletaking a dump, bypassing the normal disk cache. This may be desirable toavoid overhead and contention of the cache [69]. Since the physical pagesreferenced from the snapshot do not change, reading directly from the diskis trivial and does not change the algorithms in any way.Many algorithms have been presented for on-the-
y dumping of log-baseddatabases [36, 44, 69, 84, 91, 94]. Most of the algorithms are based on takinga fuzzy dump of the database and dumping the log records of transactionswhich were active during the dump. [84] describes an algorithm which can beused to directly take a consistent dump using locking (and correspondingly,possibly causing some transactions to be aborted; it should also be notedthat [84] uses the term \incremental" in a di�erent sense).Some of the earlier algorithms can support incremental dumping by hav-ing a bit in the data pages which is set whenever the page is modi�ed [36].In [69] the bit was stored in the space map pages of the database. Both ofthese methods can be extended to incremental dumping by storing as manybits as there are dump levels. Log sequence numbers (LSNs) can be used ina similar way to do incremental dumping. Most of the algorithms requirescanning the entire database even for incremental dumping. The algorithmsin [69] are use bits in the free map pages to determine which pages need tobe dumped, and thus do not require a full scan.



11.7. MODIFIABLE SNAPSHOTS 10511.7 Modi�able SnapshotsMultiple permanent versions could be useful in a number of applications. Ex-amples include large design databases, where several design directions couldbe considered simultaneously. Another application could be asking \whatif" questions in a large database without a�ecting the original database.In large knowledge bases, multiple versions could be used to implementnew search algorithms. In certain fault-tolerant computing environmentsit might be possible to see both the �le system and the state of the programas a shadow paging database. The possibilities for interesting applicationsare numerous and largely unexplored. It has not been possible to supportmultiple independently updatable database versions e�ciently with existingdatabases.
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Chapter 12Write OptimizationsIn most log-based database systems, the mapping between logical and phys-ical pages is �xed. A �xed mapping has the advantage that maintaininga page table is not required, and it allows e�cient clustering of relatedlogical pages. On the other hand, in systems with a �xed mapping, eachmodi�ed data page must eventually be written back to its original location.Since modi�cations are usually scattered throughout the entire database,each modi�cation will typically require a seek to the desired location ondisk. This need is not removed by delaying or batching writes (except in hotspots), since the database is usually very large compared to the number ofpages modi�ed, and thus the density of writes is still low.Shadow paging allows the database system to choose where to write amodi�ed page. The system can choose to write all modi�ed pages in acontiguous area on disk, or just near each other. This allows many pagesto be written with a single seek. Alternatively, the system can use a \writeanywhere" strategy.1A similar idea is used in log-based �le systems [79, 90, 95], where longwrites are used to improve write performance.12.1 Potential Speedup from Sequential WritesA typical low-cost disk currently has about 15 ms average access time (ta)and 4 MB/s sustained data transfer rate (R). The time required to transfer1\Write anywhere" is a strategy supported by some I/O subsystems. The idea is thatthe I/O subsystem is given a block, it will write it anywhere on the disk, and return theaddress of the block. 107



108 CHAPTER 12. WRITE OPTIMIZATIONSS 512 1024 2048 4096 8192F1 124 62 32 16 9Table 12.1: Limit of potential speedup F as N !1 for di�erent page sizesS.a page of data tx = SR , where S is the size of the page in bytes. If a seekis required, the time to read or write S bytes is ta + SR . If many adjacentpages are read or written, no physical seek is needed except for the �rst page.Similarly, if one page is read or written, the next is skipped, and the nextwritten, no seek is needed for the latter page, but extra transfer (rotationallatency) time must be counted for the skipped page.2When a seek is required for each page, the time required to transfer Npages of size S is N(ta+ SR). When a seek is required for the �rst page only,the time is ta +N SR . The maximum speedup factor F that can be achievedby doing the writes sequentially isF = N(ta + SR)ta +N SR : (12:1)As N !1, the limit on speedupF1 = limN!1F = 1 + taRS : (12:2)Figure 12.1 shows the speedup factor F for various page sizes and writelengths for a typical low-cost disk (ta = 15ms and R = 4MB=s). Table 12.1shows the limit of potential speedup when N !1.The maximum speedup can be achieved if a su�ciently large contiguousarea can be found in the database. This is often not the case in practice,and the part of the database with the highest density of free pages shouldbe used for writing. The pages which are be skipped between writes mustbe counted in the transfer time. This can be represented by a skip factor s,2There are practical problems in writing to nearby sectors e�ciently. In theory thisshould be very e�cient with track-bu�ered disk drives. The SCSI Write Cache featureprovides everything that is needed. The trouble is that most SCSI disks either do notsupport Write Cache at all, or support it only enough that sales literature can claim thatit is supported (e.g., IBM 0662 drives are able to cache one write only, which renders thewrite cache completely unusable).
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Figure 12.1: Speedup factor F for di�erent page sizes S and transfer lengthsN .which is the amount by which the transfer time must be multiplied. If thearea is contiguous, the skip factor is 1. If 25 percent of disk space is free andit is evenly distributed (the worst case), s = 4. Even now, the maximumspeedup would be by a factor of 31 for 512 byte pages and by a factor of 4for 4096 byte pages.12.2 Making Writes SequentialThe idea in shadow paging is to allocate a new physical page whenever apage is modi�ed. The new page number is kept in the incremental pagetable until the transaction is committed.Allocation of physical page numbers can be delayed by introducing theconcept of virtual page numbers (note that these have nothing to do with log-ical page numbers). A virtual page number is an identi�er for a page knownby the transaction and the cache manager. The transaction may access apage using the virtual page number, and the cache will return the appropri-ate page. Virtual pages do not usually have a physical page associated withthem; they only exist in the cache.A virtual page number is allocated whenever a page is �rst modi�ed.Typically this is done by specifying an existing page number to the cachemanager. The cache manager will then allocate a unique virtual page num-



110 CHAPTER 12. WRITE OPTIMIZATIONSber and rename the page in its memory to use the virtual number. Theold physical page is e�ectively removed from the cache. Unless snapshots(Section 11) are used, no-one will ever access the old page except in the casethat the current transaction is aborted.Virtual page numbers cannot be stored in the page table, as they are onlytemporary identi�ers in volatile storage. Before a transaction can commit,actual physical pages must be allocated for its virtual pages (this is calledthe realization of the virtual pages). Since many transactions are usuallycommitted as a batch, a large number of modi�cations can be combined,and all virtual pages of the committing transactions can be realized at thesame time. The system can now allocate contiguous disk pages and writethem sequentially.Modi�cation of page table pages is also done using virtual pages. When acommit batch is being processed, virtual pages are created for all page tablepages that are going to be modi�ed. The virtual page table pages are thenrealized together with modi�ed data pages, and the actual physical pagenumbers are stored in the page table pages. Finally, both modi�ed data andpage table pages are 
ushed to disk, and when they have all been written,the page table pointer is updated atomically to point to the new page table.It is possible to allocate the new physical pages on multiple disks and usestriping.3The cache is allowed to allocate physical pages for virtual pages evenbefore realization. This is desirable if there are large update transactionswhich create very many virtual pages. In such cases the cache can makelong enough writes to achieve most of the maximum speedup. Transactionswill still access those pages using the virtual page number, and the newphysical page numbers will be internal to the cache until the virtual pagesare realized (for such pages, no pages are allocated during realization as theyalready have a physical page). The virtual page number can be released afterthe transaction holding the number has terminated.When mirroring is used for media recovery (Section 14.1), two physicalpages are allocated for each virtual page. The physical pages are requiredto be on two separate disks (on disks with independent failure modes). It ispossible to allocate two contiguous regions, one on each disk, or to use moredisks, whichever is more convenient.It should be noted that this optimization makes conventional clustering3Striping that a large write is done using multiple disks in parallel. Each disk will writeonly a small portion of the data. I/O bandwidth is multiplied by the number of disks.



12.3. DISK SPACE FRAGMENTATION 111between logical pages impossible, as no attempt is made to keep the logical-to-physical mapping linear. An alternate approach to clustering is presentedin Section 13.12.3 Disk Space FragmentationIn order to be able to do sequential writes, the system needs to �nd fairlylarge contiguous regions. Contiguous regions are also important for largepages when multiple page sizes are used. Pages, on the other hand, are freedin fairly random order. Without countermeasures, this quickly leads intosevere free space fragmentation, and it becomes impossible to �nd contiguousfree areas.There are several possible approaches to prevent fragmentation.� The allocator can try to avoid using large free regions; it can insteadtry to �ll the smaller slots �rst.� It is possible to divide the disk space into smaller segments, alwayswrite sequentially to an empty segment, and aggressively free frag-mented segments by copying their data to the output. This is verysimilar to what is done in log-structured �le systems [79, 90].� One can reserve di�erent parts of the disk for di�erent page sizes. Thishelps in �nding space for the larger pages.Dealing with fragmentation is still under research, and new ideas arebeing investigated.



112 CHAPTER 12. WRITE OPTIMIZATIONS



Chapter 13ClusteringThe write optimizations in Section 12 prevent conventional clustering of re-lated logical pages. Because it is desirable to be able to write a page to a newlocation without constraints, earlier clustering algorithms for shadow pag-ing which attempted to keep the logical-to-physical mapping approximatelylinear [43, 60, 88] are not applicable.There are three important applications of clustering:� Sequential scans� Reading/writing large objects� Certain types of joins13.1 Sequential Scans and Large ObjectsClustering problems are at worst when reading large multi-megabyte objectsor scanning a large table. The time required to read an object (or table) ofS bytes in Nparts parts ist(S;Nparts) = d SNpsz etx +Npartsta:It is assumed that in systems with a �xed mapping the object can alwaysbe stored as a contiguous region (Nparts = 1), although this optimal case isnot always possible in practice due to free space fragmentation. It is alsoassumed that each page of the object in a shadow paging system is storedin a separate location (Nparts = d SNpsz e), which is the worst case.113
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Figure 13.1: Worst-case fragmentation cost factor C for di�erent page sizesNpsz and object sizes S.The worst-case fragmentation cost factor C can be de�ned asC = t(S; d SNpsze)t(S; 1) : (13:1)This expresses the worst-case overhead due to fragmentation, with the value1 meaning no overhead, value 2 meaning that I/O time is doubled, etc.Values for the fragmentation cost factor are shown in Figure 13.1. In practicethe cost factors are smaller, partly because it becomes impossible due to freespace fragmentation to �nd su�ciently large contiguous free areas to storethe object in one piece, partly because there might be locality in a shadowpaging system due to correlation of update times, and partly because it isoften more e�cient to store a large object divided on several disks insteadof just one contiguous region on one disk.It can be seen that fragmentation can be helped by increasing the pagesize. On the other hand, as seen from Table 12.1, the write optimizationsbecome less e�ective when the page size increases. Also, since the entirepage needs to be written to a new location if any part of it changes, transfertime increases with page size.



13.2. JOINS 115The solution is to use variable-size pages (multiples of the basic blocksize). The size of each logical page can be stored in the page table where it iseasily accessible whenever needed. The basic block size should be chosen assmall as possible to make small updates as fast as possible where clusteringis not needed, and larger pages should be used for storing large objects ortables which are often accessed sequentially. Variable-size pages allow tuningthe sequential read versus small update performance tradeo� on a per-objectbasis to best suit the needs of each application.Page size is optimal when the average cost of an access is minimal. Toexpress this formally, let pr(S) be the probability that a particular access isa read of size S and pw(S) be the probability that the access is a write ofsize S. The probability that the access is a read is pr =P1S=0 pr(S), and theprobability that it is a write is pw =P1S=0 pw(S). By de�nition, pr+pw = 1.The cost of a read in terms of I/O time iscr(S;Npsz) = d SNpsz e(ta + NpszR ):Writes are cheaper due to batching of writes. The cost of a write (ignoringthe initial seek as it is divided between many writes) iscw(S;Npsz) = d SNpsz esNpszR :The average cost of an arbitrary I/O operation iscio(Npsz) = 1XS=0 pr(S)cr(S;Npsz) +1XS=0 pw(S)cw(S;Npsz): (13.2)The optimal value for the page size is the value at which cio(Npsz) is mini-mum.13.2 JoinsIt is fairly common to store two or more tables using the same clusteringindex. This permits the tables to be joined very e�ciently on the attributeon which they are clustered.



116 CHAPTER 13. CLUSTERINGDue to the dynamic nature of most index structures, such as a B-tree, leafnodes which contain adjacent key values cannot easily be stored in nearbylocations on disk. The B-tree nodes, on the other hand, might consist ofseveral physical blocks.Shadow paging permits using a clustering index the same way as log-based databases. Each B-tree node is a page. Data from several tables willbe clustered within each page. Di�erent index pages will not be clusteredwith respect to each other. The situation is essentially identical to that inlog-based databases.



Chapter 14Media RecoveryLog-based database systems can use a dump plus log entries to reconstructthe database state before crash [33]. However, since shadow paging does nothave a log, this option cannot be used for media recovery.14.1 MirroringMirroring [33, 78] is a technique where the same data is stored on two disks,and if one disk fails the other can still be used. Mirroring also has theadvantage that reads can use either copy of the data, reducing read latency.However, writes must be made to both copies of the data, increasing writelatency. Additionally, disk space requirements are doubled. Doubly distortedmirrors [78] are an optimization which reduces the cost of writes.Mirroring works very nicely with shadow paging. All references to phys-ical pages are made to contain two page numbers. When a physical page isallocated, two pages on di�erent disks are allocated. Both pages are writtenand contain the same data. When read, either page can be read. Two pagenumbers are stored in page table entries, higher-level page table entries, inthe page table pointer, and everywhere else where a physical page numberis stored. The page table pointer is stored on two disks.Mirroring is used together with the write optimizations of Section 12.While the transaction is active, it refers to the page using a virtual pagenumber. When it commits, it realizes its virtual pages. The system thenallocates two physical pages on di�erent disks for each virtual page. Theresult is typically two nearly contiguous regions on two disks. It is not �xedwhich pairs of disks contain each others data { it is su�cient to pick any117



118 CHAPTER 14. MEDIA RECOVERYtwo disks with enough free space (things such as the average load or thecurrent position of the read/write head can be used for selecting the twodisks). The two nearly contiguous regions are then written. (Alternatively,a write anywhere strategy could be used for each individual page.)Mirroring with shadow paging gets all the bene�ts of doubly distortedmirrors and is simple to implement. It works very nicely with the writeoptimizations. It is 
exible, and does not require disks of the same size. Itis even possible to do recovery after a disk crash without a spare part: thepage copies that were on the damaged disk are relocated to other disks inthe system. The only constraint is that the two copies of the page cannotbe on the same disk or on disks with common failure modes.The implentation of mirroring is simpli�ed by the fact that any data thatis being written is not part of the permanent database. Should the systemfail in the middle of a write, it does not matter if just one of the copiesgot written since the page is not part of the database anyway. Withoutshadowing, however, the system must deal with situations where the twocopies of a mirrored page contain inconsistent data.14.2 Recovery ProceduresRecovery from a single bad block can be done by reading the data from theother copy of the page, and virtualizing the page. The page will be realizedand its new address updated to the page table as part of the next commitbatch. Note that it is su�cient to virtualize the failed side of the page;the other copy need not be moved. However, supporting this may not beworthwhile.If permanent snapshots are supported, the page must be updated syn-chronously in all snapshots referring to it. The snapshots should still sharethe page after it has been moved.Recovery from a disk crash can be done by traversing the page table, andprocessing each page which has a copy on the failed disk as was describedabove for a single page.The exact details of recovery (e.g., how to recover the page in the presenceof snapshots, and how to continue normal operation during recovery) are stillunder research.



14.3. RAID 11914.3 RAIDConventional RAID [37, 80, 99, 100] does not work well with shadow pag-ing. The problem is that all pages are written to newly allocated locations.This means that to update the parity block, the old value of the data pagemust probably be read from the disk so that it can be removed from theparity block. Alternatively all the pages using that parity block would haveto be available. All visible implementation strategies lead to unacceptableoverheads.It is possible to use a novel completely dynamic RAID algorithm re-sembling the mirroring algorithm above. Tero Kivinen is writing about theRAID implementation [in preparation].
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Chapter 15Two-Phase CommitLampson and Sturgis [48, 49] have presented a method for doing two-phasecommit with shadow paging using the intentions list paradigm. The methodpresented here resembles their method, but is more general.Two-phase commit is a common method for implementing transactionsin distributed databases. Two-phase commit requires that the changes madeby a transaction can be saved so that they survive a possible crash but canstill be undone.The basic idea is to store the incremental page table on disk in the�rst phase of commit, and leave a pointer to the incremental page table inthe page table pointer. If a crash occurs, the incremental page table can berecovered from the copy on disk and the coordinator queried about the fate ofthe transaction. In the second phase of commit, the transaction is committednormally and the incremental page table on disk is freed (atomically, in thesame commit batch).Fine-granularity locking requires special consideration with two-phasecommit. It must be possible to store on disk the �ne-granularity locking stateof the transaction. This is implemented by having each �ne-granularity typeimplement a method which generates a linear (byte array) representationof the �ne-granularity changes of that type made by the transaction. Therepresentation must be su�cient that the �ne-granularity modi�cations andlocks held by the transaction can be restored using the representation. TheTransaction class provides a method which returns the combined state ofall �ne-granularity types used by the transaction. It also has a methodwhich can be used to restore the state of the transaction from the linearrepresentation; it splits the representation into parts supported by each �ne-121



122 CHAPTER 15. TWO-PHASE COMMITgranularity type and passes the parts on to individual �ne-granularity types.15.1 First Phase of CommitWhen a node is requested to do the �rst phase of commit, all shared locksare released immediately. The incremental page table of the transaction,the linearized �ne-granularity changes, and any modi�ed pages are written todisk. The saved information must be su�cient to reconstruct the state of thetransaction after a crash, and to identify the coordinator of the transactionand the transaction within the coordinator. During processing of the nextcommit batch, a pointer to the saved information on disk will be addedto the page table pointer (if there are very many transactions doing two-phase commit, it may be necessary to use extension pages to store all thepointers). When the page table pointer has been stored on disk, the systemreports \ready" to the coordinator.15.2 Second PhaseThe second phase is executed like any transaction commit. The pointer tothe saved information is removed from the page table pointer during thecommit and the disk space is freed.If the coordinator decides to abort the transaction, the pointer to thesaved information is removed from the page table pointer during the nextcommit batch and the disk space is freed. Otherwise the abort is donenormally.15.3 Crash RecoveryDuring crash recovery, the system must read the saved information of par-tially processed global transactions from disk. The pages mentioned in savedincremental page tables must be counted as used when extracting the freelist from the page table. The state of global transactions is restored fromthe saved information (including the incremental page table, �ne-granularitymodi�cations, and exclusive locks). Normal transaction processing can be-gin when the exclusive locks held by recovered global transactions have beenrestored. The system then queries the coordinator of each global transactionabout the fate of the transaction.



15.3. CRASH RECOVERY 123The coordinator of a global transaction must keep enough informationto answer queries about the fate of the transaction, e.g. by keeping a listof global transactions that have been partially (phase one) committed butthat have not yet been reported fully committed by all other machines. Thelist of active global transactions can be kept in the page table pointer, withextension additional pages if necessary.
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Chapter 16Miscellaneous Optimizations16.1 Page Table Translation Lookaside Bu�erTranslating a page number through the page table costs several hundredinstructions assuming a bu�er cache lookup can be done in about a hundredinstructions. The total overhead for a TPC-B1 style transaction can beseveral thousand instructions.The translation cost can be reduced dramatically by using a specializeddata structure to cache recently used mappings. One possibility is to use anarray of mappings hL; P i as a hash table (L is a logical page number andP is the corresponding physical page number). The logical page number ishashed into the table using the lower bits of the page number (if the sizeof the array is a power of two, this can be done with a single bitwise-andinstruction). When a translation from a logical to a physical page numberis needed, the appropriate slot of the table is checked �rst, and if present,the mapping there is used. Otherwise the translation is done using the pagetable, and the mapping is copied to the hash table. Page table modi�cationsalso update mappings in the hash table.This optimization almost eliminates the translation cost for most ac-cesses. Higher hit rates for the lookaside bu�er can be achieved by using anN-way set-associative architecture [96].1TPC-B [31] is a benchmark de�ned by the Transaction Processing Council. It simu-lates a large bank and uses small Debet/Credit type transactions.125



126 CHAPTER 16. MISCELLANEOUS OPTIMIZATIONS16.2 Storing Write Hotspots in the Page TablePointerMany databases contain small write-intensive hotspots, such as countersfor unique identi�ers. It is possible to avoid frequent writes of the datapages containing those hotspots by relocating the hotspots to the page tablepointer. The page table pointer is written anyway during every commitbatch, and any data stored there gets written to disk for free. The availablespace is limited, but the savings can be considerable in certain types ofapplications.Hotspots can be detected automatically. For example, the cache cancollect statistics on which pages are modi�ed very frequently. When a fre-quently modi�ed page has been identi�ed, more detailed statistics are col-lected on higher levels to identify the hotspot object(s) on the page.Relocation to the page table pointer can be implemented by storing theidenti�ers of objects stored there in a hash table, and whenever an objectis accessed, �rst checking from the hash table if that object is stored in thepage table pointer instead of the location indicated by the object identi�er.



Part IIIConclusion
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Chapter 17Conclusion and FurtherResearchSolutions have been presented to all the major problems with shadow pagingthat have been mentioned in the literature. With these extensions, shadowpaging seems to satisfy all the requirements for an industrial-strength data-base system.It is clear that shadow paging has many desirable properties. Recovery issimple, transaction rollback is fast, the write optimizations contribute to rea-sonable performance, mirroring performs extremely well, no logs are neededwhich simpli�es both the implementation and administration, and snapshotsallow read-only transactions to be run without interference with other trans-actions and allow e�cient on-the-
y multi-level incremental dumping.However, there are still many open questions.� The force policy is used for bu�er management. That is, all pages mod-i�ed by a transaction must be written to disk before the transactioncan commit. It is not clear how much this really a�ects throughput.Even in log-based systems each modi�ed page must eventually be writ-ten to disk, and since the density of writes is typically low compared tothe size of the database, the total I/O may not be a�ected very muchby the force policy, except in hot-spots. The write optimizations mayo�set the extra writes. Jim Gray has suggested using battery-backed-up memory [personal communication], but the issue has not yet beenlooked into.� The time needed to commit a transaction is longer than in log-based129



130 CHAPTER 17. CONCLUSION AND FURTHER RESEARCHdatabases. The reason is that more data needs to be written to disk(force policy, page table writes, and page table pointer writes). Waitingfor the next commit batch also causes a short delay. The di�erencemay be some tenths of a second.� Update transactions of greatly varying sizes may intolerably slow downcommit batches. In general, processing of very large transactions issomewhat awkward and may sometimes require locking of the entiretable or index. These are probably not serious problems in most en-vironments, but there are situations where the current solutions maynot work very well.� The implementation of �ne-granularity transactions somewhat compli-cates normal transaction processing because changes need to be keptseparately. This also causes some overhead (although in main mem-ory databases \shadow updating" [55] has been reported to performquite well). Preliminary benchmarks using B-trees and TPC-B typetransactions suggest that the overhead is not signi�cant.� Even though solutions have been presented for clustering, there aresome types of applications (a mixture of random updates and frequentsequential reads) where the performance may not be very good.� Media recovery is quite di�erent from log-based systems since there isno log which could be used for media recovery. Mirroring works verynicely with shadow paging (it is possible to get all the bene�ts of dou-bly distorted mirrors [78] using normal disk controllers and with lessoverhead). RAID is quite di�erent from conventional RAID subsys-tems, but can be implemented e�ciently.� Two-phase commit requires one commit batch to do phase one andanother to do phase two. The overhead is not very high, but may stillbe too much in some applications. The severity of the problem is notyet known.� The write optimizations rely on �nding su�ciently large contigous re-gions of free space. However, pages are freed in random order. Thisleads to fragmentation of disk space unless special countermeasures aretaken. One approach is to use suitable heuristics in the allocator; an-other is to move pages to combine small free regions into larger regions.



131Fragmentation is not a very serious problem if the disk drives used sup-port track bu�ering; however, eliminating it becomes very importantwhen skipping over a few sectors is expensive. Disk space allocation isstill under research.� The log is sometimes used for other purposes besides recovery (e.g.,auditing). If needed, it is possible to maintain a log for auditing pur-poses in normal shadowed storage. No special recovery mechanismswill be needed for the log. Also, writes to the log will be includedin the sequential write generated by the write optimizations, and theperformance overhead should be very small.All of these issues are still more or less open. Better solutions are likelyto be found for many of them. The �nal question, whether the good aspectsof shadow paging (e.g. write optimizations, snapshots) o�set the problems,is still open and probably will not be answered until the ideas have beenfully tried out in practice.There are some important questions that have not been addressed in thisthesis. These include nested transactions, partial rollbacks, and maintain-ing a remote hot standby. Also, concrete performance results are not yetavailable. These issues will be addressed in future research.The ideas presented in this thesis are being implemented in the Shadowsdatabase system prototype being built at Helsinki University of Technology,Finland. It is too early to do real performance evaluations; however, prelim-inary results have been promising.
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